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BCTVYII

[Ipaktuka y cdepi kidepoesneku crynentiB JIBH3 «Yxropoacekuii HallioHaabHUN
YHIBEPCUTET» € HEBIJ’ €MHOIO YACTHHOIO OCBITHBO-TIPO(dECIHOI MporpamMu MiArOTOBKU
(haxiBI[iB, OCHOBHMM 3aBJIaHHSM SIKOi € MPaKTUYHA I1JITOTOBKA CTY/ICHTIB OCBITHHOI T'amy3i
12 IndopmariitHi TeXHOJOrli, Ta IHIIMX CYMDKHHUX Taiy3ed. bBulblIicTh NpakTHK
MPOBOJUTHCA HA OCHALEHUX BIANOBIIHMM YWMHOM 0a3ax yHIBEPCUTETY Ta IHIIHMX
HAaBYAJIbHUX 3aKjaJiB, a TAaKOX Ha MIANPUEMCTBAX, YCTAHOBAaX, OpPraHI3allisX pPIZHHUX
rajy3ei rocrnoaapcTna 1 Aep:kaBHOro ynpasiiHHs. [IpakTuka cTyaeHTiB creriaibHocT 125
KibGepOe3neka Ta 3axuct iHpopMmarii JIBH3 «Yxropoacekuit HarfioHaTbHUN YHIBEPCUTET)
MIPOBOJUTHCA Ha 0a3i CTBOPEHOTO KiOepmoJirony kadeapu TBEPAOTLILHOT €JIEKTPOHIKH Ta
1HbOopMaIliitHoi Oe3MeKH.

MeTor NpakTUKH € OBOJOJIHHS CTYJIEHTaMH Cy4YaCHUMH MeETOAaMH, (QopMamu
opraHizailii Ta 3HapAIISAMH TIpali B raimy3i kioepoesrneku, popMyBaHHS B HUX, Ha 0a3i
OJIep>)KaHUX Yy BHUILOMY HAaBYAJIbHOMY 3aKjiajil 3HaHb, MPOQPECIHHUX yMiHb 1 HABUYOK JIJIS
OPUMHATTS CaMOCTIMHUX PIIIEHb MiJ] YaC KOHKPETHOI pOoOOTH B PEAJbHMX PUHKOBHX 1
BUPOOHUYMX YMOBAaxX, BUXOBAaHHA MOTPEOM CHCTEMaTHYHO MOHOBIIOBATU CBOI 3HAHHS Ta
TBOPYO iX 3aCTOCOBYBATH B MPAKTUYHIN A1s5bHOCTI. [1i1 yac mpakTHKY NOTIHOIIOITHCS Ta
3aKPIIUTIOIOTHCS TEOPETUYHI 3HaHHS 3 YCIX JUCLMILUIIH HABYaJIbHOTO IJIaHy.

[le#i mOCIOHMK MICTUTH OCHOBHI CII€HApii JJIsi TMPOBENCHHS MPAKTHKU CTYJCHTIB
ray3i Bumioi ocBiTy 12 IHdopmariiiiHi TEXHONIOTI], a TAKOK CYMDKHUX Taiy3el, Ha 0a3i
MOJIIroHy KiOepOe3neku JUisi MPOBENCHHS KOMIUIEKCHOTO HaBYaHHSA 0aratopiBHEBOTO
3aXHCTY Bij Kibeparak kadeapu TBEpAOTUIBHOI €IEKTPOHIKU Ta 1HGOpMaIifHOI Oe3reKu

JIBH3 «¥Yxropoacekuii HalllOHAJIbHUN YHIBEPCUTETY.



PO3A1JI 1. CKAHYBAHHS BEB-TOJJATKY HA
BPA3J/IMBOCTI B CUCTEMI QUALYS

Lleit cuenapiit poOOTH MoJsIrae B CKaHyBaHHI CTBOPEHOT'O BIIACHOPYY BEO-I0AAaTKy
Ha BPA3JIMBOCTI 3a JOMOMOrOK MOXKIMBOCTEH mporpamHoro 3abesmedenHs Qualys Ta

MIPE/ICTABIICHHS PE3Y/IbTaTIB CKAHYBAHHSI B 3BITI.
1.1. Peectpamis B cuctemi Qualys

s nouatky pobotu 3 cucremoro Qualys HeoOXiqHO TPOMTH TpOoIIeC peecTparlii B
HI:

1. Tlepeiitu 3a mocwianHsM qualys.com o0 Bigkpurtu BeO-cait cucremu Qualys.

2. Y BIOKPUTIH CTOPIHIII HATHCHYTH HA «TTYy It».

3. Iicnst 1poro 3’SBUTHCSA BUIMAJAIOYUI CIUCOK, B SIKOMY HEOOXITHO BHOpaTH

Bapiant «Community Editiony.

@ Qualys Clowd fMatfors Clood Apps  More (i Coowmmity Leogm Cookactus

One Platform s,
One Agent N

€0.-Duy Rumote Endooint Protoction

One View I

At View)

The Qualys Cloud Platform and

its powerful Cloud Agent provide

organizations with a singie IT,

security and compliance solution CortVirw
- from prevention to detection to e e

Clowd . wels g .
response! JI"':J”:nw Craahys on he @

4. Tlicns 3aBaHTa)XE€HHSI CTOPIHKH, Ha €KpaHi 3’ IBUTHCA BIKHO peecTpallii, Je
HEOOXITHO BBECTH CBOI JIaHI, a caMe:
a. Im’q;

b. Ilpi3Buiie;



C. AJpecy eleKTPOHHOI MOMTH (MOXHA SIK 0OCOOMCTY, TaK 1 MOIITY Ha 0asi
nomeny YxHY);
d. Ha3By kommasii (pekoMeHI0BaHO HamucaT «teiby).
5. Hwmxue y BianoBiai Ha nuTaHHs «Yu € yxe Bac akayHT?», HEOOX1THO HATHCHYTH

«NoO».

Sign Up Now, It's Free.
Community Edition.

| - v
() Qver |l asse

No
@©
-

6. Tpoxu HK4YE 3'IBIATHCS JOJATKOBI OIS, SKI HEOOXiTHO 3alIOBHUTH JTaHUMH, a

caMe:

[Tocana (MoxHa HarcaTu «Security Engineery);

o o

Howmep Tenedony (MoxHa Hanucatu Oyab-sKy koMmOiHatito 10 mudp)

o

Kpaina;
d. KijgbkicTh mpamiBHUKIB y KommaHil (i3 CHOUCKy BuOpaTu «Security
Consultanty» a6o «Home Networky).
7. TlorpiGHo HaTHCHYTH Ha kKHOTIKY «Create Accounty.
8. Ha enekTpoHHy moOINTy, BKa3aHy IIiJI Yac peecTparlii, Biapazy Mpuiiae
MPUBITATBHUM JIMCT, B IKOMY ONHCYIOTHCSI MOKJIIMBOCTI akayHTy. Lleil nuct He Hece B coO1
iH(dopMalii, sika HeoOXimHa JJIsi 3aBEpIICHHS pEECTpallii, ajJe BOHA € KOPUCHOIO IS

PO3YMIHHS TOTO, IO MOYXHA 3pOOUTH B IIbOMY aKayHTI.



9. Tlpotsarom 30 XBUJIMH Ha €IEKTPOHHY MOIITY MPHiie e OAUH JUCT Bij Support
koManau Qualys, sika JOMOMOXKe HaJalITYyBaTU akayHT. Y LbOMY JHUCTI Oyzae iHdopmais

mpo Bail JioriH (username) y cuctemi Qualys, a Takoxx nocunanns, OTP key 1 OTP code.

@ OUQIYS Community Edition

Hello Bogdan

elcome to the Qualys Community Edition Qualys is providing this free
service to empower you and your user communities. A confirmation email
will be sent to you shortly with instructions on how to login for the first time

and create a password

Qualys Community Edition gives you these great capabilities at no cost

L

2]

» Monitor up to 16 assets with Qualys Cloud Agent
« Scan upto 16 internal and 3 external IPs with Vulnerability

Management

« Scan 1 URL with Web Application Scanning

» Deploy a Virtual Scanner Appliance within your intemal network

« Gain visibility within your cloud environments

» Generate reporis and assess resulfs quickly and easil
The Getiing Started Guide will assist with initial setup of the Community
Edition

If you have any questions, just reply to this email or contact us

Sincerely

10. lami HeoOXimHO HATHUCHYTHM Ha TIOCWJIAHHA 3 OTpUMaHoro jucra. [lotim
BIIKPUETHCS CTOpiHKA, B skiii moTpioHo BBectu OTP Code 3 nmcra i HAaTUCHYTH Ha
«Submity.

11. ITicmg 1bOTr0 3aBAHTAXKHUTHCSA CTOPIiHKA 3 BalllMMH JAaHUMH JIJIS aBTOpH3allii B
cucremi Qualys, a came:

a. Ilocunanns, yepes ke HEOOX1THO aBTOPU3YBATHUCH;
b. Jlorin (HamiB3aKpUTHH, TIOBHY BEPCil0 MOYKHA 3HAWTH B JICTI BiJ Support
PO KWW TOBOPHIIOCH Y TTYHKTI 9);
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c. Ilapomns.

(Pexomenoyemwcsi 36epeemu ompumani 0ami, wob He empamumi)

Hello Bogdan,

Your USERNAME is -

Please click the below link and enter the OTP code corresponding to the OTP key to securely access your password and login URL.
You will be prompted to enter a new password upon your first login. For your protection, the username login appears partially obfuscated with ***.
It is recommended that you print the contents of this e-mail and store it for future reference.

hitps://qualysguard.qg2 apps.qualys eu/activate/verify_otp.php?key=d78302{7§242e29b62b1e18c657d307a&id=27733&template=1
OTP key :

The OTP code is valid only for 30 minutes.
If you have any questions, reply to this email or contact us online.

Sincerely,
The Qualys Team

Contact Qualys Support
www.qualys.com/support/

(c) Copyright 1999-2021 Qualys, Inc. All rights reserved.
http://www.qualys.com

12. ITicns HAaTUCKAHHS HAa MTOCWJIAHHS 3 MyHKTY 12 (a), Ha CTOPiHII HE0OXiaHO

BBECTH JIOT1H Ta MapoJib 1 HATUCHYTHU Ha KHOMKY «Log In».

1.2. Buxopucranns cucremu Qualys nJsi ckaHyBaHHs

Cuctema Qualys BUKOpUCTOBY€EThCS B ICKUIbKA €TAITiB:

1. CtBopenHs 3amucy BeO-101aTKy B cuctemi Qualys.

@ Qualys.

User Logn

Paszwond

T egot Fassword?

Platform Natifications

14 MAY. 2021 NEW FEATURES ANNOUNCED FOR QUALYS CLOUD
PLATFORM (1011 0.0)

The Cumlys gl Phesioms My 2007 rwfmare scioden Ovalyr Gl Sute 90 11,0 0, whshy
comaITe aw Inglures ard ngocant erdascemerthy . Qustyy Pricy Complame sl
Venseatony Maragement More wrir »

View Paatfirm Stas
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2. CrBopennst «Option Profiley.

3. Ilposenenns «Discovery» ta «Vulnerability» ckanyBaHb.

4. CtBopeHHs MOBHOTO 3BiTYy Ha ocHOBI «VUulnerability» ckanyBaHHS.

Jliis ipuKITay BUKopucTano BeO-cait kadenpu TEID teib.info.

CrtBopenHs 3anucy Bed-n1oaatky B cucreMi Qualys. [1{o6 mpoBecTu ckaHyBaHHS
BeO-caiiTy, criouyaTky HeoOXiHO Horo noaatu Ao cucremu Qualys, 1is bOoro He0OXiIHO:
Axmo He BUOpaHO Binpasy — HATHCHYTHM Ha CTPUIOYKY IiJ Ha3Bow cuctemu «Qualys
Community Editiony i 3 Bunagarouoro crnrcky Buoparu «\Web Application Scanningy.

@ Qualys. community Edition

IVulnerabilityManagement VI 1 @ Help v | Bogdan Mulitskij (mutskSbm) v = Logout

INFRASTRUCTURE SECURITY (2) KnowledgeBase  Users

Vi
o

0-00t0 -E&3=
Threat Protection | Activate |
ntelligence f

feed to your existing Targets User Reference Date ~ Status

inerability M:

Appliances Option Profiles Authentication Search Lists Setup

™

Add threat

No scan found matching your filters. Please modify your filters or launch a scan
IT OPERATIONS (2)

AssetView
LA /st Management, Tagging, and Search
n Global IT Asset Inventory

APPLICATION SECURITY (1) -

M Web Application Scanning
A ecurity

SENSOR MANAGEMENT (1)

Jlami HeoOXimHO HaTHCHYTH Ha BkIanaky «\Web Applicationsy mig Ha3BOKO MOIYJIIO
«Web Application Scanningy», suopatu «Web Applications» y ropu3oHTaibHOMY CITUCKY
HIDKYE (SKIIO He BUOpaHo aBToMaTnyHO) i HatucHyTH «New Web Applicationy.

[Ticnst 1pOrO 3’SIBUTHCS BIKHO, B SIKOMY IMOTPIOHO BHOpaTH: «J10JaTH BeO-CaWT 3
HYJI», YU yXKe «3 icHyroyoro B cucrteMi Qualys Baiioro BeO-caiity». ¥ Hallomy BHIAIKy
HeoOxinHo BuOpaTu «Blanky.

VY pe3ynbTrari 3’SIBUTHCS J11aJIOTOBE BIKHO, SIKE MOKHA pO3AUIUTH Ha 11 yacTuH. Y nux
11 gacTrHax HEOOXI1THO BKAa3aTH SIKOMOTa IMOBHY iH(OpMaIIil0 IPo BeO-cailT, mob qomaTu

fioro g0 cuctemu Qualys.



@ Ouolys. Community Edition
I Web Application Scanning v I @
Dashboard | Web Applications| Scans Detections Reports Configuration  KnowledgeBase

E Web Application Management Web Applications Authentication Catalog Maps
~ ] e \ n
@ ["] Name #Pages  #Vulns Severity ¥ MDS Severity Scanned  Updated

Tags

Helo~ | Bogdan Mulitskjv | Log out

There are no web applications corresponding to filters, if any.
By
Scan Information

(] Scanned
[] Not Scanned
Schedule Information

Has a Scan Scheduled
[ Discovery
[ Vulnerability

No Scan Scheduled
[ Discovery
] Vulnerability

Scanner Appliance

About | Terms of Use | Support

Web Application Creation

Select the starting point for your web application.

iEg

Existing Asset

Cancel

[Tepmra yactuna 11e «Asset Detailsy, B sikiii He0OX1HO BKa3aTH Ha3BY BEO-CANTy 1JIs
Qualys, mocwianas Ha BeO-cailT (3ayBaxkTe, 1m0 caiT teib.info BUKOPHUCTOBYE MPOTOKOI

http, a He https), a Takox sIKiCh aTpuOyTH, 32 IKUMU BU XOYETE BIAPIZHATHU IIeH BeO-callT

cepen 1HITUX BeO-caiiTiB y Bamomy akayHTti Qualys.
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Step 1 of 11 Tell us about the asset you want to scan
o Asset Details Y 4 I Definition s |
e > Let’s start with some basic information
2  Application Details
Name™
Scan Settings Teib 32
g | Settings S
G Satings Target Definition
Redundant Links Web Application URL (or Swagger file URL)*
htip:// teib.info/
Authentication For scanning Swagger-based REST APIs, the Web Application URL should point to the Swagger file. If is your responsibility to
verify that you have permission to scan all web applications or APIs that you specify as scan targets
Exclusions Custom Attributes
Advanced Options Provide attribute information that will help you categorize this web application within your subscription
Name Value
Malware Monitoring
Enter one or many lines Add
Comments
Review And Confirm =Tage
Select tags to apply to the web application Select | Create |
Cancl_

B1JICYTHICTb.

Jpyra dactuna ue «Application Detailsy, B skiii HeoOXigHO BHOpaTH, sKa
JEpEeBOIOAIOHAa CTPYKTypa MOCHIaHb OyJle BHUKOPUCTOBYBATHCH I 4Yac CKaHyBaHHS,
MO’HA BKa3aTW KOHKPETHI MOCUJIaHHS, sIKI HEOOX1THO MPOCKaHYBaTH, a TAKOX HEOOX1THO

BUOpaTH THI, 3a kUM Oyne tectyBaTtuch APl wactuna BeG-caiiTy, abo BuOpatu ioro

Web Application Creation Tum help fips: On | Off Launchhelp ¥

Step 2 of 11

1 Asset Details

Tell us about the web application you want to scan

Target Definition () REQUIRED FELDSf]

o Application Details

Neb Application URL (or Swagger file URL)
http:/ /teib.info/

3 Scan Settings

4 Crawl Settings
Redundant Links
Authentication
Exclusions

Advanced Options

Crawl Scope™
Limit at or below URL hostname (teib.info) N

Scope will be limited to the hostname within the URL: http:/iteib.info/, using HTTP or HTTPS and any port. All links discovered
on the teib.info domain will be in scope. For example, all links discovered in http:iiteib.info/support/ and
https:/iteib.info:8080/logout/ will be in scope. Links outside the teib.info domain are not in scope. This means, for example.
links like http://cdn.teib.info will not be in scope.

Explicit URLs to Crawl / REST Paths and Parameters / SOAP WSDL Location

11



4 Crawl Settings API Endpoint Definition (non-Swagger based APIs)

® None

Redundant Links
() Postman Collection

0 Upload Postman Collection File (Mandatory)
Advanced Ontions O Upload Postman Environment Variables File (Optional)
0 Upload Postman Global Variables File (Optional)

Malware Monitoring ( :| Burp proxy Capture

Review And Confirm © Upload Burp Log File

Cancel Previous l
N L DY

Tperst wactuna me «Scan Settings», mapamerpu Iii€i YaCcTMHH HE OOOB’SI3KOBO
BUOMpATHU caMme 3apa3, TOMY L0 1€ MOXHa OyJ1e 3pOOUTH 1] Yac 3aIyCKy CKaHyBaHHsI, aje
1] Jac 11€] YaCTUHU MOXKHA:

e Jlomatu Option Profile mans BeG-caiity (Option Profile 6yne crBopeno mia vac
HACTYITHOT'O PO3JILITY),

e BuOparu Tun ckaHepy: 30BHIIIHIM (CTaHAAPTHUM CKaHEp, pO3TAlllOBaHUN Ha
cepsepax Qualys), BHYTpilIHIN (SIKII0 BCTAaHOBUTHU MporpaMue 3adesneuennsa Qualys, ane
JIOCTYIIHO JIMIIIE JJIsl CKAHYBaHHS MEpeXi, a HEe BeO-caiiTy), MacuB CKaHEPIB (151 BETUKUX
MEpex).

e MorkHa 3aKpIlUTU TUI CKaHepa JJid LbOro BeO-CalTy, 10 MOro HIXTO HE 3MOXKeE
3MIHUTH 3 IHIIMX KOPUCTYBAYiB y IPYIll BAllIUX aKayHTIB.

e MosxHa BUOpATH, YU MOTPIOHO 3YNMHUHATH CKaHYBaHHS MICJSI NEPETHHY BIAMITKA
AKOIOCh 4acy, a00 4M MOTPIOHO 3yNMHUHATH B KOHKPETHHUI Yac (PEKOMEHJO0BAaHO 3aJIMIIATH
«He 3ynuHATH CKaHyBaHHS).

e MoxHa BuOpaTu Qaitnu Tumy robots.txt 1 sitemap.xml daiim.
12



e MoxHa BKasaru iH ekuii headers.
YerBepra yactuna e «Crawl Settings», me MoxkHa Bkazatu Selenium-CKpHINT, KU

MOXe TOJICTIIUTU ckanyBaHHs i Qualys, sSIKII0 BeO-CallT Mae CKIIaJIHy CTPYKTYpPY.

1| Off Launchhelp X

Step 3 of 11 Tell us the scan settings you'd like to use

1  Asset Details || Default Scan Options *) REQUIRED FIELD

s - Choose the default scan settings for your web application. You can change the defaults for each scan
2 Application Details
Option Profile

;J I o Scan Settings v None S| vie Create

Scanner Appliance

4  Crawl Settings
Choose the default scanner appliance for your web application. You can change the defaults for each scan
Redundant Links
@ External (O Individual (O Taas (Scanner pool)
Authentication
[ Lock this scanner appliance for this web application.

Exclusions

Duration

Advanced Options

Malware Monitoring

r scanner availability. To end scan at a precise time,
can should end regardiess of queues, scanner

Comments availability or submittal/run time

Cancel Option
Review And Confirm Do not Cancel Scan |

coca

o [CTawimng AINS
o Scan Settings « | Craw all links and directories found in:

4 Crawl Settings robots.tet file™: Do not use robots.bxt ~
Redundant Links sitemap.xmi file™: Do not use sitemap.xml ~
Authentication Header Injection
Exclusions This is intended for situations where a workaround is needed for complex authentication schemes or to impersonate a

web browser.

Advanced Options Headers
Malware Monitoring
Comments

Review And Confirm Exampie: Cookie: ASPNET_Seesionid=yw1 30045nq1ziuvspdvido5s; ASPXFORMSAL

Cancel | Previous ontinue
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IT’sra yactuna e «Redundant Linksy, ne Mo)xHa Bka3aTu IMOCHIIAHHSA, K1 HEOOX1IHO
BUKJIFOUNTH 31 CKaHyBaHH, SKIIO, HAPHKJIA], BOHH MalOTh 0araTto KOHTCHTY, a00 CKIaaHy

CTPYKTYpPY, SIKa MOXE 3HAYHO BIUTMHYTH Ha TPUBAJICTh CKaHyBaHHS, a TaKOXX MOXHA

nonatu npaswina «Path Fuzzingy.

Step 4 of 11 Add Selenium scripts to help us access different parts of your web application

1  Asset Details « | Selenium scripts *) REQUIRED FIELDS

2  Application Details

3 Scan Settings v 4

© Add Script
o Crawl Settings

Redundant Links
Authentication
Exclusions
Advanced Options
Malware Monitoring
Comments

Review And Confirm

Cancel Previous l

Web Application Creation Tumn help tips: On | Off Launch help 3¢

Step 5 of 11 Specify redundant links in your web application

1 Asset Details Redundant Links (*) REQUIRED FIELD

2 Application Details

3 Scan Settings

4 Crawl Settings

|I e Redundant Links

6 Authentication

L1 € € o

Exclusions

Advanced Options

Malware Monitoring cify the number of i for each link identified by above regular expressions
. Max. Links to Crawl™ 5

Comments

Review And Confirm Path Fuzzing Rules

Daih firrsina nine allow thia ccanaor ta intoment 1121 nath ~enmaonanis ac annlicafion sacamotoee sadhan ssair saoh

Cancel Previous '
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4  Crawl Settings

4

Redundant Links v 4 I

6  Authentication
Exclusions
Advanced Options
Malware Monitoring
Comments

Review And Confirm

Cancel

Path Fuzzing Rules
Path fuzzing rules allow the scanner to interpret URI path components as applica
application a URL e. Path fuz

fuzz the URI path components

Enter each rule on a new line (Shift + Enter).

s when your web

he scanner will

(=
-

[Ilocta yactuHa 1ie «Authentication», me Mo)kHa BKa3aTH 3alKCH aBTEHTHQIKAIIi
(JIoriH 1 maposib, a TAaKOXK THUIT aBTeHTHU(IKAIIIT) I BeO-caiiTy, SKIIO ICHYIOTh (Tak SK Ha

BeO-caiiTi kadenpu Hemae QopMu aBTopu3allii s KOPUCTYBaudiB, TO 1€ MOXKHA

BUITYCTUTH).

Step 6 of 11

1  Asset Details

3 Scan Settings

4  Crawl Settings

2  Application Details

Set up authentication for your web application

Records

Please select an Authentication Record

No authentication record(s) selected yet.

Authentication Records
Select one or more authentication records fo be used for scanning this web application. Each record will define one or
more authentication methods (Basic, Server, NTLM)

(*} REQUIRED FIELDS

43 ¥ | Create

5 Redundant Links

LJe € & & S

o Authentication

7  Exclusions
Advanced Options

9 Malware Monitoring
Comments

Review And Confirm

Cancel

(s
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Croma uactuHa 1€ «EXclusionsy,

A€ MOXHa BI/I6paTH BUKJ/JIFOUCHHA  JIA

HaJallTyBaHb, iK1 OyAyTh BUKOPUCTOBYBATHUCH ITiJ1 YaC CKaHyBaHHS Balloro Be0-canTy, abo

3QJIMIIUTH T7100abH1 HAaNAIITYBaHHS, HE 3MIHIOIOYH HI1YOTO.

Step 7 of 11

1  Asset Details

2 Application Details Use Global Settings View

3 Scan Settings )
Add Exclusions

Click to add web af

sions and add more

(*} REQUIRED FIELDS

4  Crawl Settings

5 Redundant Links

L« & & & & 9

6  Authentication

o Exclusions

T b | ([ T
Advanced Vpuaons

T N T PR PR
vialware Monitonng

Comments

Review And Confirm

Cancel

Previous I

Bocema vactuna 1e «Advanced Options», ae MoxHa BKasatu 3amucu Tairy «DNS

Overridey, a TakoX 101aTH CIIeMiaaizoBaHi GopMHU, Ha SIKI CKaHep Oy/e 3BepTaTh yBary Iij

yac CKaHyBaHHS.

Jlep’sita yactuHa ne «Malware Monitoring», ne MoxHa BKa3aTH, Yd HOTPIOHO

cuctemi Qualys mpoBoAUTH pErymisipHi CKaHyBaHHS, 100 MOCTIHHO CHIJKYBaTH 332 CTAHOM

1H(popMmarliitHoi Oe3neKu BeO-canTy.

VY necsTiil 4acTHHI MOXKHA JOJATH KOMEHTapi /0 3amucy, Kl MOXYTh 3HaI0OUTUCH

BaM, 200 1HIIMM KOPHUCTyBadaM y IpyIli BallluX aKayHTIB y MalOyTHbOMY.

B ogunanisrii yactuni «Review and Confirmy moTpiGHO nepeBipUTH MPaBHILHICTD

BUOOpY MaHMX, 1 MIATBEPAUTH I1I€, 3aBEPIIUBIINA CTBOPEHHS 3amucy BeO- CauTy,

HATUCHYBIIK Ha KHOIKY «Finishy.
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Web Application Creation Launchhelp %

Step 8 of 11 Advanced Options

1  Asset Details Default DNS Override {*} REQUIRED FIELDS

Select one or more DNS override records with mappings you'd like to use by defauilt when scanning this web application

2  Application Details

3 Scan Settings Records Please select a DNS override record 4 v | Create er

4 Crawl Settings No DNS override records have been selected

5 Redundant Links sorm Talning

Provide a list of form field values to be used for submitting HTML Forms during crawling
6  Authentication
© Add Form

7  Exclusions

L £ & £ S < 9

o Advanced Options

9  Malware Monitoring
Comments

Review And Confirm

Cancel | Previous '

Web Application Creation Tumn help tips: On | OFf Launchhelp X
Step 9 of 11 Malware Monitoring m
*} REQUIRED FIELDS

1  Asset Details an for all

tware is

)
By enabling Malware Monitoring on this web application, you will allow QualysGuard to perform a regular ¢
malware on your external w site. The
falware Monitoring is avai

2  Application Details

3 Scan Settings
] Enable Malware Monitoring for this web application

4 Crawl Settings

6  Authentication
7  Exclusions

8  Advanced Options

4
4
4
4
5 Redundant Links &
4
4
4
4

o Malware Monitoring

10 Comments

Review And Confirm

coce
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CtBopennss Option Profile. Option Profile — 1ie HaGip iHCTpYKIIiH, SKi JOAAFOTHCS
710 3anucy BeO-caiTy B cucteMi Qualys 3 METO0 BUKOPUCTAaHHA B MOAANIBIIOMY CKAHYBAHHI.
Option Profile e ma6oH, B skoMy € 1H(OpMaIlis, Io, SK 1 3 IKOK IHTEHCUBHICTIO TOTPIOHO
CKaHyBaTH.

Jlist ctBopennst Option Profile HeoOximHO:

1. Sxkmo He BUOpaHO BiApa3y — HATUCHYTHM HA CTPUIOUKY MiJl HAa3BOIO CUCTEMH
«Qualys Community Edition» i 3 Bumamarodoro cmucky BuOpatu «Web Application
Scanningy.

2. Jlami HeoOXigHO HAaTHCHYTH Ha BKjiaaky «Configurationy mig Ha3BOO MOIYJIIO
«Web Application Scanning», suoparu «Option Profiles» y ropusoHTaabHOMY CIHCKY

HIDKYE (K0 He BUOpaHO aBTOMaTH4HO) 1 HaTucHyTH «New Profiley.

@ oUClYS. Community Edition

Web Application Scanning v 1 @

Dashboard ~ Web Applications ~ Scans  Detections  Reports KnowledgeBase

2

Helov | Bogdan Mulitskjv | Log out

!= Configurations Option Profiles Bruteforce Lists ~ Search Lists ~ Parameter Sets =~ DNS Override  Appliances  Global Settings

Search Results iew Profile || 3 1-20f2 ] e
i [ Name Owner Last Update ..»
4 Filter Results " Authentication Test System 10 May 2021
jiaay "1 Initial WAS Options System 10 May 2021
my

Quick Filters

[ My Profiles
] Invalid

[T Not In Use
Configuration

("] Bruteforce
[ Custom Detection
[ Sensitive Content

Creation Date

1 act lindata Nate

About | Terms of Use | Support

3. Ilicna uporo BiAKpHETHCS AlanoroBe BIKHO cTBopeHHs Option Profile, ske

CKJIQJIa€ThbCs 3 5 YacTHUH:
a. Profile Details;
b. Scan Parameters;
c. Search Criteria;
d. Comments;

e. Review and Confirm.
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VY «Profile Details» nam HeoOxinHO Bkazatu Ha3By mporo Option Profile, a Takox
MOXHa 3pOoOUTH Horo npodijieM 3a 3aMOBUYBAHHSIM JJISI BCIX BaluX BeO- CalTIB JOJIaHUX
no cucremu Qualys, 1 MO’)KHA NpUB’A3aTH LeH NMPOPUIL A0 MEBHUX TEr1B, 00 OYJI0 Jiermie

rpymnyBaTH 1 COpTyBaTH Npodifi, Ko X 6araro.

| Option Profile Creation Turn help fips: On | Off Launch help 3¢

Step 1 of 5 Enter basic information about the new profile
|| o Profile Details o Basic Information (%} REQUIRED FIELDS
2 Scan Parameters eme Teib O
[ Make this the default option profile for the subscription
Tags

Select tags to apply to the profile Select | Create |

(no tags selected)

Cancel Continue
b |

«Scan Parametersy e ocHOBHa YaCTHHA IIbOT'O JiaJIOrOBOr0 BIKHA, 1€ BUOUPAIOTHCS
napaMmeTpH, ki OyAyTh BHUKOPHUCTOBYBATHCH MiJ Yac CKaHyBaHHA. BoHa pozniieHa Ha
IEK1IbKa CEKIN:

1. «General Settings», ne Tpeba BUOpaTH SIKWI THII 3alMTIB Oyae HAJACHIATHCH [0
BeO-caliTy mij yac ckanyBanHs (Get, Post, Get&Post, None), moxkHa BUGpaTH, 4yu moTpioHo
BMHUKATH KaJIbKYJIAIIIO YHIKAILHOCTI GopM (IJ1s1 3MEHIIICHHS Yacy CKaHyBaHHs), BUOpaTH
MaKCHUMaJIbHY KUIBKICTh MOCHJIaHb, sIKI OyAyTh NMPOCKAHOBaHI, MOXXHA TaKOX BUOpaTH
areHra (yMOBH, sIKI OyJlyTh BIITBOPEHI CKAHEPOM ), MOXKHA BUOpaTH Ia0JIOH 3 apamMeTpis,

a TaKOXK, YM MOTPIOHO ITHOPYBATH 3arajbHi O1HapHI (ailiu.
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rofile Creation ips: On | OFF Launchhelp ¥

Step 2 of 5 Please define how the scan will perform
1 Profile Details « | General Settings e
Form Submission™
e Scan Parameters v 4 s i i
| 3 SsearchCriteria Form Crawl Scope (] Include form action URI in form uniqueness calculation.
< \ 'Il calculate form unigueness URI in addition to form field names in
Comments rms having same fields but
Maxi links to test i ¥
Review And Confirm e i 300
Total number of this is the
maximum finks
User Agent Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_3) AppleV
Request Parameter Set™ Initial Parameters (Default) 3 ¥ | View | Create
Document Type Ignore common binary files based on file extensions.
2. «Crawling Optionsy», ne Mo)KHa BHOpaTH, Y MPOBOJUTH TIHOOKE 1 «PO3yMHE
CKaHYBaHHA.

3. «Behavior Settings», ne MokHa BHOpaTH KUIBKICTh TOMHWIIOK, ICHS SIKUX
ckaHyBaHHs Oyne 3ynuHeHo. Cepen BUOOPY JOCTYITHI TaiM- ayT MOMUJIKH 1 HEOUIKyBaH1

IIOMUJIKH.

Step 2 of 5 Please define how the scan will perform

1 Profile Details « || Crawling Options

tempt to load and
n coverage

z 5 When enabled we
Search Criteria from there to imp

der individual directories. If unique content is found, we'll begin crawling

|| e Scan Parameters /| | [J Enhanced Crawling
3

Comiitonts (] Enable SmartScan

lity testing, for
(s and

o =

Review And Confirm

technologies

Behavior Settings

These settings

will keep running no r

he scan. If you deactivate thes

Timeout Error Threshold 100

Unexpected Error Threshold 300
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4. «Performance Settings», je moTpiOHO BUOpATH THIl HAJAIMITYBaHb (CIPOLICHHIA
a0o0 JeTallbHUIT), a TAKOK HEOOX1THO BUOPATH IHTEHCUBHICTh CKAHYBAHHS.

5. «Bruteforce Settings», nme morpiOHO BHOpaTH, YM MPOBOIUTH aTaKy THITY
bruteforce na BeO-caiT, un Hi.
Performance Settings

(@ Pre-defined () Custom

Scan Intensity Low hé

# of HTTP Threads: 2

Bruteforcing Settings

[ Use password bruteforcing

Cancel | Previousl Continue

«Search Criteria» 1ie Tperst 4acTuHa 3 IT’STH, 1 OCTaHHS, J¢ TOTPIOHO BUOHMpATH, Ha
akuil THN 1HGOpMarli ckaHep Oyae T0IaTKOBO 3BEpTaTH yBary 1 Kiacu(ikyBaTu TIO-
iHImoMy. Lls yacTuHa po3aiieHa Ha IeKUIbKa CEKIIii:

1. «Detection Scopey», ae moTpiOHO BUOpATH THUI IIOIIYKY 3 CIHMCKY, a TaKOX
BUOpAaTH, YK MOTPIOHO BKIIIOYATH J0aaTkoBi XSS payloads.

2. «Sensitive Contenty, ne MoxxHa BHOpaTH, Ha Ky 0COOIMBY iH()OPMAILIIIO CKaHEPY
NOTPIOHO 3BEpPTaTH yBary (HoMepa KpeIUTHHUX KapTOK, COLIAJbHUX CTPaxyBaHb, a TAKOXK
Custom BapiaHTH).

3. «Keywords URL Search», ne moxxaa BHOpaTH, 4u pOOUTH MOMIYK 1O KIFOYOBUM
cinoBam B URL-anpecax.

«Commentsy 1e yacTuHa, B AKIH MOXKHA JIOJAaTH KOMEHTapi s cebe abo 1HIIMX
KOPHUCTYBaiB 3 BaIol cucteMu akayHTiB y Qualys. A «Review and Confirmy 1ie yactuna,

B SIKI MOYKHA MEPEBIPUTH, UM BCE BUOPAHO MTPABUIIBLHO.
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Step 3 of 5 Please define what you want to scan for

1 Profile Details « | Detection Scope ") REQUIRED FIELCH

2  Scan Parameters & |l disc

ar o if tha cran chall fariic o
or 0 e scan shall focus o

st Detection™
I 0 Search Criteria 4 II Core v
4

Comments [C] Include additional XSS payloads (may significantly increase scan time)

View list of Core QIDs.

te: All Information Gatherec 1Ds will be included in scan detection ope when Core scope be selecte

Sensitive Content
[ Credit Card Numbers
[ Social Security Numbers (US)

[J Custom Contents

Keyword URL Search

(] Keyword Search

Cancel ' Previous '

IMposenennsi Discovery ta Vulnerability ckanyBansb. [l Toro, mo0 orpumaru
MOBHY KapTUHY CHUTYyalii 3 0e3nekor BeO-calTy, HeoOxigHo mpoBecTH Discovery Ta
Vulnerability ckanyBanHst Ha ocHOB1 cTBOpeHoro Option Profile y nonepennbomy po3iiii.

Discovery ckaHyBaHHA — II€ THI CKaHYBaHHS, MPH SIKOMY OCHOBHE 3aBIAaHHSA HE
3HAWTH BPa3IMBOCTI, SIKI ICHYIOTh y BeO-caiiTi, a 3HaifTu 1H(pOpMalio TIpo BeO-caiT, sKa
MO’Ke OYTH KOPUCHOIO JIJIsl IPOBEICHHS Y>K€ OCHOBHOT'O CKaHYBAaHHSI Ha BPa3JIUBOCTI.

Vulnerability ckanyBaHHS — 11€ TOBHE CKaHYBaHHsI B€O-CalTy Ha BPa3IUBOCTI.

Jlnst mpoBeaeHHst Discovery ckanyBaHHSI HEOOX1THO:

1. SIxmo He BUOpaHO BiApa3y — HATUCHYTH Ha CTPUIOYKY IIiJ] Ha3BOIO CHCTEMHU
«Qualys Community Edition» 1 3 Bumagarodoro cmucky BuOpatu «Web Application
Scanningy.

2. Jlanmi HeoOxiaHO HaTUCHYTH Ha BKIaAKy «\Web Applicationsy mig Ha3BOI0 MOYJTIO
«Web Application Scanningy», Buoparu «Web Applications» y ropuzoHTalbHOMY CIHCKY

HWKYE (SIKILIO HE BUOPAHO aBTOMATUYHO).

22



3. Bins cTBOpEHOTro B MepIiomMy po3/aiii 3anucy Be0-caTy He0OX1JHO HATUCHYTH Ha

CTPUJIOUKY, 1 Y BHITAJAF0UOMY BiKHI BUOpaTH «SCany» i B 6okoBoMy BikHI «Discoveryy.

@ Qualys. community Edition

I Web Application Scanning vI 1

b || Name

Dashboard | Web Applications§ 2 Scans  Detections Reports  Configuration ~ KnowledgeBase
3
[E] Web Application Management
o || import| | New Scan

5] Helpw  Bogdan Muiitskij~ | Log out

1-10f1 @ v

#Pages  #Vulns Severity ¥ MDS Severity Scanned  Updated

http:/Mteibinfo View
Toge Edit
) View Sitemap
Scan Information Find 4
Open In Browser
[ Scanned
[ Not Scanned
6
Schedule Information 1 Vulnerability [ =
Preview Save As Actens v @
Has a Scan Scheduled o
(] Discovery Teib Add Comment
= hitp:/iteib.inf TS
(] Vulnerabilty p:IReth.nto, Add Tags 2 |
Last scan by Bogdan Multski} (mutskSbm) | 22 May 2021 9:12PM GMT+0300 | Finished (01:05:02)

No Scan Scheduled Remove Tags -
L] Dacovery # vulnerabilities High Severity Medium Severity Purge Beverity _ﬂ
[ Vulnerability 82 3 8 Remove Web Assets

Scanner Appliance Tags: — Scheduled No
Scanner External

Jlianorose BIKHO, SIK€ 3’SIBUJIOCH MiCJIsl HATUCKAaHHA HAa Discovery MOXHa pO3AUIATH
Ha TPU YaCTUHHU:

«Scan Detailsy — me wactuHa B sKii HEOOXiAHO BKa3aTh JeTaii MalOyTHHOTO
CKaHyBaHHs, a caMe: BKa3aTH Ha3By MaillOyTHbOrO CKaHyBaHHS, BHOpaTH 3a SKUM
MPUHIIMTIOM BU Oynere BUOWMpaTH BeO-CallTH JJIA IbOTO CKaHyBaHHS (3a iM’saM, abo 3a
Teramu), a TaKoX BHOpaTH caMmuii BeO-CalT 31 CHUCKY (SKIIO BU TMOYHETE CTBOPCHHS
CKaHyBaHHS 3a IHCTPYKIISIMH, ONMMCAHMMH Ha TONEpEeAHId CTOpIHIN, TO BeO-CaWT s
CKaHyBaHHS Yy Bac Oyje oOpaHUil aBTOMATHUYHO).

«Scan Settings» — 1e 4YacTuHA, B SIKiii HEOOXiTHO BUOpATH HAJIANITYBAHHS IS
MaiOyTHROTO ckaHyBaHHs. Cepen SAKuX:

e Bubpatu Option Profile, ctBopenuii mij 4ac nonepeaHbOro po3aiy.

e BubOparu 3anuc aBreHTudikariii, skio icHye (Ha Be0-caiiti teib.info Hemae popmu
aBTOpHU3alliil JAJi1 KOPUCTYBAUiB).

e BuOpartu Tumn cka"epy, sikuii 0y/1e BAKOPHUCTOBYBATHCH: 30BHIIIHIN (CTaHAAPTHUI
CKaHep, po3TamioBaHuii Ha cepBepax Qualys), BHYTpIlIHIN (SKIIO BCTAHOBUTH MPOrpamMHe
3a0e3neueHHs Qualys, ame qocTymHO JMie JJIsl CKAaHyBaHHS MEpExXi, a He BeO-cairy),

MacHB CKaHEPIB (IJ1s1 BETUKUX MEPEK).

23



e BulOpatu, uu notpidHo BukopuctoByBat DNS Override.

e BulOparu, un noTpiOHO 3yNUHATHA CKAaHYBaHHS MICIS IEPETHUHY BIIMITKH SKOTOChH
gacy, a00 4M TMOTPIOHO 3YNMUHATH B KOHKPETHHM dYac (pekoMeHaoBaHO 3anumatu «He
3YNUHATHA CKAaHYBaHHS»).

e BuOpatu, yn noTpiOHO HAACWIATH CHOBILIEHHS NPO 3aKIHYCHHSI CKaHYyBaHHS Ha

TOLITY.

Step 1 of 3 Name your scan and configure target to be assessed
o Scan Details i (") REQUIRED FIELDY
Scan Name™ Teib Discovery Scan
2 Scan Settings v
3  Review And Confirm Scan Target
Tell us the web applications you want to scan for security risks.
(® Names (O Tags
Select one or more web application names. The list includes all web applications you have access to.
Web Applications™ ¥ | Remove All
Teib Remove View

cace

Ocranns yactuHa 11e Review and Confirm, ne mMokHa meperyissHyTd BHOpaHi
napameTpu, o0 BIIEBHUTHCH, 1110 BCE BUOPAHO MIPABUIIHHO.

[Ticnst HaTuckanHs Ha KHOMKY Finish, ckanyBaHHS BiANPaBUTHCS B YEPry, 3a CTAHOM
SKOT0 MOKHA CJIIKYBaTH MEPEeHIIOBIIN Ha BKIAJAKY Scans, 1 BIKHO Scan List.

[Ticns 3akiHueHHs Discovery ckaHyBaHHST HeOOXiIHO 3amycTutH Vulnerability
CKaHyBaHHsI, [I¢ MOYKHA 3POOMTH, BUKOHABIIHK Ti X cami 1HCTPYKIii, mo 1 A Discovery,

ajie Ipu BIAKPUTTI JAiajgoroBoro BikHa BuOpatu He Discovery, a Vulnerability.
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Launch New WAS Discovery Scan Tum help tips: On | Off Launchhelp ¢

Step 2 of 3 Configure settings for your scan
1 Scan Details v Option Profile (*) REQUIRED F:ELDEI
. Select an option profile with various scanning options. You can set to Default if a default profile is defined for this web
Scan Settings ] |application
3 Review And Confirm Option Profile* Teib OP 3 V| View | Create

[C] Make this selected profile the default profile for this web application.

Authentication

Use an authentication record to scan the target web application if authentication is required

Use™ None v

Scanner Appliance

Select a scanner. External an be used for perimeter scanning. For scanning your intemal network, select an
appliance name or the Default. Select Tags (scanner pool) to allocate multiple scanner appliances and at scan runiime
the best scanner appliance would be assigned to the scan

@ External (O Individual (O Tags (Scanner pool)

DNS Override

Cancel Previous l

Launch New WAS Discovery Scan ips: On | Off Launchhelp
Step 2 of 3 Configure settings for your scan

1 Scan Details « | DNS Override
e Scan Settings v Select a DNS override record with mappings you'd like to use for scanning

DNS Override Record None o v
3  Review And Confirm

Cancel Scan

Cancel the scan after N hours or at a certain time. By defauit the scan will run until it completes, or the maximum scan
fime is reached

Whe lecting Cancel After, the scan v
fime th
please use the option Cancel
ava ility or submittal/run time

ter the time period s unning and may not reflect the
n queues or scann y endscanatay se time
sired time the scan should end regardiess of queues, scanner

Cancel Option Do not Cancel Scan V.

Email notification

When a scan
You can disa

s completed, failed or canceled, you will receive email nofification
e this behavior using the option below

Send mail at scan completion

Cancel | Previous l
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@ Qualys. community Edition

Web Application Scanning v

5]} Help v

Bogdan Mulitskij v | Log out
Dashboard ~ Web Applications Detections Reports  Configuration  KnowledgeBase
@ Scan Management EIEUNEEE  Option Profiles  Defaults
Search Results (Actions (1) v | New Scan v 1-30f3 S v
baad | Name ~ Status Links Severity  Scan Date
a Filter Results [FI5Q Teib Discovery Finished 287 = 22 May 2021 =
— http:/Ateib.info
uick Filters -
[#1EQ Teib Discovery Scan = = 22 Jun 2021 o
[ My Scans hitp:/fteib.info
[ Multi Scans [] @4 Teib Vulnerability Finished 287 22 May 2021 o]
Type hitp:/fteib.info
[ Vulnerability Scan
[] Discovery Scan
[_] Authentication Test ) ——— @
Preview =
i Teib Discovery Scan
Web application: Teib
Ij S S 'ip hed by Bogdan Mulitski itskSb 22 Jun 2021 10:26PM GMT+0300 by Bogdan Mulitski itskSb:
[ on.Daians can Launched by Bogdan Mulitskij (mutskSbm) | 22 Jun 202 + | Cz y Bogdan Mulitskij (mutskSbm) I NSHOT
AP AVAILABLE
Mode: [¥] on-Demand Crawling Time Links Crawled
et ApIatoy Authentication: None - -
Scanner: External
2=]
About | Terms of Use | Support
@ Qualys. Community Edition
Web Application Scanning v ;DT! Help v Bogdan Mulitskij v Log out
Dashboard leb Applications] Scans Detections Reports  Configuration  KnowledgeBase
E Web Application Management Web Applications Authentication Catalog Maps
E [”] Name #Pages  #Vulns Severity ¥ MDS Severity Scanned  Updated
a Filter Results [V] Teib B cuickActions [ HIGH ] N/A 22Jun 2021 22Jun 2021
hitp:/fteib.info View
Sone Edit
[2=10% View Sitemap
Scan Information Fixd L
Open In Browser
[ Scanned
= Test Authentication
[ Not Scanned
Scan v Discovery
Schedule Information C Iv::mnerabum/ -
Preview Save As | actions v | (e
Has a Scan Scheduled -
(] Discovery Teib Add Comment
2l X
(] Vuinerability htip:/teih.info Add Tags d
Last scan by Bogdan Mulitskij (mutskSbm) | 22 Jun 2021 10:26PM GMT+0300 | oot
No Scan Scheduled SIROVE tols g
(] Discovery # vulnerabilities High Severity Medium Severity Purge Severity J
(L] Vulnerability Remove Web Assets
Scarines Rpgilance Tags: — Scheduled No

Scanner External

CtBopenHsi moBHOro 3Bitry Ha ocHoBi Vulnerability ckanyBanms. Ilicis

3aBepiieHHs Vulnerability ckanyBaHHsS HEOOXIIHO CTBOPUTH TOBHUUN 3BIT, KU Oyne

MICTHUTH TEPENiK BCiX BPa3IMBOCTEH, Kl Oyiu 3HaiineHi Ha BeO-caiiti kadenpu TEID.

Jis Toro, o0 CTBOPUTH TOBHUN 3BIT Ha OCHOBI peE3yJbTaTiB CKaHyBaHHS

HEOOX1IHO:

1. Slkmo He BUOpaHO BiApa3y — HATUCHYTH Ha CTPUIOYKY IMiJl Ha3BOIO CUCTEMU

«Qualys Community Edition» 1 3 Bumagatouoro cmnucky BuOpatu «Web Application

Scanningy.
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2. Jlami HeoOXiJHO HATHCHYTH Ha BKJIAAKy «SCans» mia HasBowo moayio «\Web

Application Scanning», Budparu «Scan List» y Topu30HTaIbHOMY CIIHCKY HIXKYE (SIKIIO HE

BUOpPaHO aBTOMaTHUYHO).
3. bing 3anucy Vulnerability ckanyBanHa HE0OX1IHO HaTUCHYTHU Ha CTPUIOUKY, 1y
BUTIAIal090MYy BikHI BHOpatu «View Reporty.

@ OUO'YS. Community Edition

I Web Application Scanning v @

Dashboard ~ Web Applications | Scans I Detections Reports  Configuration ~ KnowledgeBase

@ Scan Management Option Profiles  Defaults

Helpv | Bogdan Mulitskijv | Log out

Bantad) | Name ~ Status Links  Severity  Scan Date
[F1£Qq Teib Discovery Finished 287 = 22 May 2021 o]
Ny http:/Aeib.info

ek [¥] G4 Teib Vulnerabiity D Quick Actions i | HIGH | 22 May 2021 =
(] My Scans hitp:/fteib info

[] Multi Scans

View
Type View Sitemap
[ Vuinerabilty Scan Downioad

(] Discovery Scan

[_] Authentication Test

Preview ook po—
Mode

Teib Vulnerability

[_] Scheduled
= Scan Launched by Bogdan Mulitskij (mutskSbm) | 22 May 2021 9:12PM GMT+0300 | Finished (01:05:02)

(] on-Demand .
AP "
Mode: [¥] on-Demand # vulnerabiliies High Severity Medium Severity Low Severity
82 3 8 Il

Web Application Authentication: None

Scanner: External

[Ticnst bOro 3’SBUTHCS BIKHO 13 3arajibHOIO 3BITHOIO 1H(QOPMAILIIIO PO CKAHYBAHHS,
B SIKOMY OyJi€ BHUCBITJIEHO KUJIbKICTh BPa3JIMBOCTEH, JliarpaMu, B 3aJIEKHOCTI BiJl PI3HUX

TUITIB BPA3JIUBOCTEH, a TAKOXK MOXHA MEPErNITHYTH 1HGOPMAIlII0 PO KOKHY BPa3IUBICTh

OKpEeMO.

st Toro, mo0 3HAWTU MOBHY iH(GOPMAILID MPO KOXKHY BPA3IMBICTh HEOOXIITHO

3aBaHTAXUTH (paiii 3BITYy, 110 MOXKHA 3pOOUTH HATUCHYBIIM Ha KHOMKY «Download» y
BEPXHIN 4aCTHHI BIKHA.

@ OUO‘YS. Community Edition

Web Application Scanning v Help v Bogdan Mulitskij v Log out

Dashboard  Web Applications  Scans  Detections Reports  Configuration  KnowledgeBase

1l Report Management Reports Templates Defaults [=uR o ales ¥

Scan Report -

Vulnerabilities of all selected scans are consolidated into one report so that you can view their evolution.

Scans Teib Vulnerability .
Web Application Teib Edit Report Download
Remediat Include ignored findings, Include patched findings

[Ticnst HbOro BIIKPUETHCS A1AJOrOBE BIKHO, B SIKOMY MOTPIOHO BHUOpaTtH OakaHHid

dbopwmart 3BiTy (pekomenaoBano pdf), a Takox yacoBuid mosic. | Takok MOXKHA JOJIaTH TETH
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710 3BITY, 100 MOXKHa OyJI0 MOro JIeTie 3HalTH, COPTYBAaTH Ta (PUILTPYBATH, SKIIO ITUX

3BITIB y BamoMy o0jikoBomy 3amnuci Qualys 6araro.

Save report Tum help tips: On | Off Launchhelp ¥

Flease provide the following information about this report.

Report Format *) REQUIRED FIELDS

Select a format™
Portable Document Format (PDF) 3

Timezone used for dates in report™
(GMT 02:00) Arabia Standard Time (AST Asia/Aden) v

Add tags to the report

Select one or more tags to apply to this report Select | Create |

(no tags selected)

cacn ==

—_

[Ticns 3aBaHTaKeHHA (haiily Horo MoKHa BIIKPUTH 1 O3HAMOMUTHCH 3 JOKJIATHUMU

pe3yJibTaTaMH.
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PO3/1J1 2. CTBOPEHHS JIOKAJIBHOI MEPEXXI HA
KA®EAPI TBEPJOTIJILHOI EJJEKTPOHIKHU TA
IH®OPMALINHOI BE3IEKHU

Lleit cuenapiii mojsirae y CTBOPEHH1 MOJEN1 MEpEXi B IPOrpaMHOMY 3a0€3MeUeHH1
Cisco Packet Tracer, po3pobiii (Gi3udHOi Mepexi 3a CTBOPEHOIO CXEMOKO Ta aHaji3i

pe3yNbTaTIB CKAHYBAHHS MEPEXK1 TPOTrPAMHUM 3a0e3MMeueHHsIM NMap.
2.1. Po3pooka makery mepexi B Cisco Packet Tracer

[lepen mo4yaTkOM MOJICIIOBAHHS MEPEXKl 3aBaHTAXKTE IporpamMHe 3a0e3reyeHHs

Cisco Packet Tracer:

1. ABrtopusyiitecs Ha BeO-caiiti SKills for All 3a momomorow CcTyIeHTCHKOTO
obmikooro 3amucy Google abo obikoBoro 3amucy Cisco Network Academy (sikio €).
2. ITporaite Bci HEOOXIAHI KPOKH CTBOpeHHs 00j1ikoBoro 3amnucy Ha Skills for All.

3. Bcranogite Cisco Packet Tracer 3 odiriiinoro Bed-camry.

e T — o G0 (0O [

Skills for Al
with Cisc

Your window to a
world of opportunity.

academies Countries where we served leamers Students obtained a job or new educational
opportunity

Students since our start in 1997 Educators around the world Official learni
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https://skillsforall.com/
https://skillsforall.com/resources/lab-downloads?courseLang=en-US

€ Go back

Welcome!

Please login to your account.

Email

Password

[l Remember me Forgot Password?

Or continue with

& Google

Don't have an account? Sign up

Sign Up

Your soclal account will be connected to your new Cisco account.

Your country or region of residence

Select country

Year of Birth Maonth of Birth

Select year - Select month -
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Learning Resources

Cisco Packet Tracer

To obtain and install your copy of Cisco Packet Tracer, please follow these simple steps:

Step 1. Download the version of Packet Tracer you require.

Please login to download resources.

Cisco Packet Tracer

Cisco Packet Tracer, an innovative network

Step 2. Launch the Packet Tracer install program.
configuration simulation tool, helps you hone

your networking configuration skills from your Step 3. Launch Cisco Packet Tracer by selecting the appropriate icon
desktop. Use Packet Tracer to experiment while Step 4. When prompted, click on Skills For All green button to authenticate
building, managing & securing infrastructures.

Step 5. Cisco Packet Tracer will launch and you are ready to explore its features

If you need more guidance, please follow the Cisco Packet Tracer Download and Installation Instructions.
System Requirements:

Computer with either Windows (10, 11), MacOS (10.14 or newer) or Ubuntu (20.04, 22.04) LTS operating system, amd64(x86-64) CPU, 4 GB of free RAM,
1.4 GB of free disk space

4. 3monenioiite Mepexy Kkomm'torepHoro kmacy B Cisco Packet Tracer,

BUKOPUCTOBYIOYH HasIBHI MPUCTPOI Ta MEPEKEBI 3B’ SI3KH B TIPOTPaMI.

¥ Cisco Packet Tracer

Fie FEdit Optons View Tools Extensions

Window Help

EERSOLAh @2A¢7Y AQAQAO0E BFAE

s A 1w
B1I910K S19HGW B9 1240

Prroue | PrEgly) | 1841 | (262

4331 | | 4321 | 1941 2001 | | 2911

a Scenario 0~

CGR1240
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2.2. CrtBopenHs ¢izuuHoi Mepe:xi

BukoHaHHs 3aBIaHHS 31 CTBOPEHHS (PI3UYHOT MEpexKi nepeadavae HaCTYIMHI KPOKHU:

1. IToOynyiite hi3ngHO MEpPEXKY B KOMIT IOTEPHOMY KJIacl, BAKOPUCTOBYIOUN HasIBH1
MIPUCTPOI Ta Kabei.

2. 3amycTiTh KOKEH 3 KOMIT IOTEPIB Y MEPEKI.

3. Ilepeiiaite Ha odimiiinuii BeO-caiT VirtualBox.

4. 3aBaHTaXTe IHCTAALIMHUN (ailm y 3aJeXHOCTI BIJ ONEpaIiifiHOl CcUCTEeMU

BAIIIOT'O JICBANCY.

IrtualBox

Download

Here you will find links to VirtualBox binaries and its source code.,

VirtualBox binaries
By downloading, you agree to the terms and conditions of the respective license.
If you're looking for the latest VirtualBox 6.0 packages, see VirtualBox 6.0 builds. Please also

If you're looking for the latest VirtualBox 5.2 packages, see VirtualBox 5.2 builds. Flease also

VirtualBox 6.1.34 platform packages

. Windows hosts
05 X hosts
Linux distributions
Solaris hosts
Solaris 11 IPS hosts

The binaries are released under the terms of the GPL version 2.

See the changelog for what has changed.

You might want to compare the checksums to verify the integrity of downloaded packages. T¢
« SHAZ256 checksums, MD5S checksums

Mote: After upgrading VirtualBox it is recommended to upgrade the guest additions as well.

5. 3anycTiTh IHCTANALINHMUK (aiin Ta yctaHoBITh VirtualBox Ha Bai neBaiic.
6. Ilepeiinite Ha odiuiiaui caidt Kali Linux.

/. Y BepXHIil YaCTUHI CTOPIHKU HAaTUCHITH Ha Virtual Machines.
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https://www.virtualbox.org/wiki/Downloads

8. BubOepith Ta 3aBaHTaxTe 00pa3 BipTyaabHOi Mamuuu s VirtualBox

3QJIEKHOCTI Bl PO3PSIIHOCTI BAIIO1 CUCTEMHU.

Choose your Platform |

Virtual

Machines
’ ; Mobile

=

stem requirements

single or multiple boot Kali, giving you complete VMware & VirtualBox pre-built images. Allowing for a
Works on relatively inexpensive & low powered Single control over the hardware access (perfect for in-built Kali install without altering the host OS with additional A mobile penetration testing platform for Android
Board Computers (SBCs) as well as modern ARM Wi-Fi and GPU), enabling the best performance. features such as snapshots. Vagrant images for quick devices, based on Kali Linux. Kali NetHunter consists

based laptops, which comb
battery life

igh speed with long spin-up also available. of an NetHunter App, App Store, Kali Container, and

KeX.
# Recommended # Recommended

Cloud Containers Live Boot WSL

\

Hosting providers which have Kali Linux pre-i

Using Docker or LXD, allows for extremely quick and Quick and easy access to a full Kali install. Your Kali, Windows Subsyste
easy access to Kali's tool set without the overhead of always with you

for Linux (WSL) is included out of
n Windows. Use Kali (and Win-KeX)
without installing additional software.

ready to go, without worrying about inf

hout altering the host OS, plus the box with mo
maintenance. an isolated virtual machine. allows you to benefit from hardware access.

Virtual Machines Documentation »

D 2t

I

Y

VMware VirtualBox

|«

torrent sum v r torrent sum

) Documentation B Documentation
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9. BcranoBith 00pa3 BipTyansHoi Mamuau y Virtualbox:
a. Y Bigkpurtiii mporpami VirtualBox HatucHiTe «@aiin» — «IMmnoptyBatu

o0pa3 BipTyaJIbHOI MaITUHU.

ax
CHl-G . & . ) £ e
o o <4 LN} %
o Culel Haraurymaws | bncqTyeame Exncprysame  Creopm fazeme

(R Excnoprysar obpss eipryanewo maimnn.. Cuo Welcome to VirtualBox!
& NewCloud VM.

part of appis took ard st and » your computer. You can import, 3dd and create new \Ms uing corresponding toobar buttons. You can

Cul-0
ChleH You can press the F1 key to get nstant hep, or vist s, tuabox,ceg for mare nformaton and atest news.

CuleQ

b. V Bikni «O0pa3 as iMIIOPTY» BKA3aTH IUISIX J0 3aBAHTAXKEHOTO 00pa3y

Kali Linux.

IMnopTyeaTh oBpas BIpTyansHOT MALLIMHK

Ob6pas ana iMnopTy

Please choose the source to import appliance from. This can be a local file system to import OVF archive or one of known doud service providers to import doud
WM from.

Source: | Local File System A

Please choose a file to import the virtual appliance from. VirtualBox currently supports importing appliances saved in the Open Virtualization Format (OVF). To
continue, select the file to import below,
p—

dalin: |C:‘n.UsersmownIoads‘nkali-linux-ZDZZ.Zdvirmalbox-amdséi.ova |E

c. Bulepits HeoOXiAHI mapamMeTpu Ta pecypcH s BIpTyaJIbHOI MAIllMHU Ta
HATHUCHITH «IMImOpTYyBaTH».
d. B ocHoBHOMYy BikHi VirtualBox BuOEpiTh HOBOCTBOPEHY BipTyalbHY

mammmny Kali Linux Ta HatucHicts «HanamryBaHHs».

Qaitn Mawwna  [Josigka

0 v @ @ % .

CTB0pMTH HanawTysaHHR BiakuHyTH  3anycTuTi

(capy = [=] General
L=, Hassa: Kali-Linux-2022. 2-virtualbox-amd64
OnepaLiifta cuctema:  Debian (G4-bit)
|§| Cncrema
OCHOBHE NaM AT ! 2024 ME
MNpouecopm: 2
Mopagok sasaHTaweRHA:  HOPCTKUMIA anck, ONTIGHMIA AMcK
MNpUCKOPEHHR ! VT-3/AMD-V, BknaneHe saMileHHs cTopiHok, PAE/NX, MNapasipTyanisavis KVM

e. Y HOBOMY BiKkHI BHOEpiTh BKIAJKy «Mepexka» Ta 3MiHITh HANAIITyBaHHS
nepioro agantepa Ha NAT (Ko 11e He 3p00JIEHO 32 3aMOBUYYBAHHSM).

f. HatucHite «OK» mo6 30epertu HajnamTyBaHHS.
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10. B ocnoBHOMY BikH1 VirtualBox Bubepith o0pa3 BipTyanbHoi Mamuau Kali Linux
Ta HATUCHIThH «3aITyCTUTH.

11. ABTOpU3YBAaTUCH Y CHCTEMI 3a JIOTIOMOT0F0 Tapw Jiorin/maposns : Kali/kali.

{23 Kali-Linux-2022.2-virtualbox-amd64 — HanawumyeaHma ? x
E 3aransHe Mepexa
E‘ Cucrema AganTep 1 ApnanTep 2 AnanTtep 3 AnanTep 4
E‘ Expan BEIMKHYTH MEPEXKEBWIA adanTep
, Min'enHaHMiA go: | NAT =
Mawm'ate

Hazea: 0

[* OonaTkoso

EI IHTepdelic KopucTyEaYa

QK I | CracysaTtH

Gaiin Mawwna  Josigka

BEL oo 0w P -

CTBOpMTH HanawTysaHHs BinkunyTall 3anycraTi

Ef’"" = @ General
-
= ©) O Hazsa: Kali-Linux-2022, 2-virtualbox-smde4
Onepauiitda cuctema:  Debian (54-bit)
@ Cncrema
OcHosHa NamM'ATk! 2024 MB
Mpougcopu:
Mopanok sasaHTameHHa:  HlopcTkmi AMcK, ONTHYHWA QMCK.
MPHCKOPEHHRA: VT-x/AMD-V, Brnanete saMilleHHs cTopiHowk, PAE/NX, MapasipTyanizawa KVM
@ Expan
Bineonam'aTs: 128 M5
Graphics Controller: WMSYGA
Remote Desktop Server: Disabled
Recording: Disabled

Mam'aTe

KonTponep: IDE
BTopuHHWi rocnoaap IDE:  [ONTW4HMIA npuBia] MopomHii
KonTponep: SATA
MopT SATA 0: Kali-Linux-2022. 2-virtualbox-amd64-disk00 1. vdi (3emuaiiqmii, 80,00 I'6)
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kali = us  09Jun,06:16 &

S EmP D]

Root Terminal Emulator

PowerShell

File System

ft

13. Hdiznarucse IP-agpecy cBoro npucTporo 3a gomnomororo komanau ifconfig.
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63<UP,BROADCAST , RUNNING ,MULTICAST> mtu 15880
02.168.56.182 netmask 255.255.255.8 broadcast 192.1688.56.255

14. MiznHaittecw [P-ampecu cycigHIX IPUCTPOIB Ta MEPEBIPUTE TOCTYITHICTD 10 HUX

3a goromoror komauau «ping {IP-aapeca} ».

PING 192
64 b
04

64

icmp_s ms
icmp_seq=5
icmp_seqg=6

6L

f
LI B T R

ms

[
4
4 ti 2 ms
4 ti
a4 4
A

6 tt time= ms
: icmp_seq=7 ttl=64 time=0.021 ms

w

t loss, time 6127ms
084 ms

15. 3naroun IP aapecy npuctporo, BUKOPUCTOBYIOUH YTUIIITY Nmap, IPOCKaHyBaTH
BCIO JIOKaJbHY Mepexy. st mporo Bukopucratu «nmap —sV —sC —O {IP-agpeca}/24».
Hanpukian, «nmap —sV —sC -0 192.168.2.0/24».

16. ITigroryBaTH 3BIiT Ha OCHOBI OTPUMAHUX JIaHUX CKaHYBAaHHS YTUJIITOIO NMap.
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PO3/I1J1 3. SMAT'AHHSI YEPBOHOI TA CUHBOI
KOMAH/IM HA IOJIITOHI

et criienapiii mossrae B 0e3mocepeHIX 3MaraHHsIX 4epBOHOI (aTaKyr040i) Ta CHHBOI
(3axucHOi) KOMaHAM Ha KiOepIoJIroHi, BUKOPUCTOBYIOYHM BCI HAsIBHI 1HCTPYMEHTH IS
OTPUMAHHA JIOCTYIy HaJa 1HGPACTPYKTYPOIO MEpEki KOMaHIU 3aXHUCTy (i1 KOMaHIU
aTaku), abo Il HaBYaHHS PoOOTI 3 aHai30M Tpadiky Ta OJOKYBaHHSM IIKIJTUBUX JIH Y

Mepexi (JUIsI KOMaHIU 3aXHCTY).
3.1. TIpuHuMm po6OTH MOJIIrOHY

[lin yac poOOTH 3 MOJIFTOHOM BHUKOPUCTOBYBAaTUMYTHCS JIBI OCHOBHI oOIepauiiiHi
CHUCTEMH:

e Kali Linux — myist mpucTpoiB KiHIIEBUX TOYOK (XOCTIB).

e Metasploitable 2 — s cepsepa.

Kali Linux e nuctpuOyTus LiNUX 11t iepeBipKu KOPIIOPATHBHOT O€3MEKH HAa OCHOBI
Debian GNU/Linux. Hdus cnpormienns mpoueaypu pobdoru B Kali Linux mepembadeHo
kareropito mig HasBoro Top 10 Security Tools (Ton-10 incTpymenTiB Oesmnekm). Sk
BUILJIUBAE 3 HA3BH, 1€ JIECATh IHCTPYMEHTIB O€3MEKH, 1[0 Hail4acTilie BUKOPUCTOBYIOTHCS.
Y 1o kareropiro BXOIATh Taki iHCTpyMeHTH, sk aircrackng, burp-suite, hydra, john,
maltego, metasploit, nmap, sqlmap, wireshark ta zaproxy.

VY Kali Linux Bu 3Haiigere Kijgbka iHCTPYMEHTIB, sIKi MO’KHA BUKOPHCTOBYBATH IS
HACTYITHUX IILJIEH.

Reverse engineering (Inowcenepnuii ananiz). Y 1id xareropii MiCTATbCS 3aCO0HM s
HaJIaro/KEHHsI mporpam abo po30opy ¢aiiiy, 1110 BUKOHYEThCSI.

Cmpec-mecm. 1li 1HCTpyMEHTH TpPU3HAYCHI JJIsI CTPEC-TECTY JPOTOBOI Ta
0e3nporoBoi Mepexi, BeO-cepenopuina ta VOIP (IP-renedonis).

Hardware hacking (3namyeanns ob6naonanns). IacTpyMeHTH 11i€i  KaTeropii

BUKOPHUCTOBYIOTHCA iJT Yac poboTu 3 nmporpamamu Android ta Arduino.
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Forensics (Cyoosa excnepmusa). llpenctaBieHi I1HCTPYMEHTH MOXYTh OyTH
BUKOPUCTaHI JJIsl PI3HUX LU(PPOBUX KPUMIHAIICTUYHUX 3aBJaHb. BOHU JT03BOJSIOTH
CTBOPIOBATH 00pa3u IMCKIB, MPOBOJUTH aHaIIl3 00pa3iB mam'saTi Ta Bupizatu ¢aiinu. O 1HuM
3 Harikpamux kpuMmiHamictnaaux inctpymenTiB Kali Linux e Volatility. Bin ynpasnsernscs
3 KOMaHJHOTO PsiJiKa 1 Mae HU3KY (YHKIIH JUTsl aHAITi3Yy 300paskeHb, mo y mam'sati. Y Kali
Linux € ximpka rpadgidyHMX IHCTPYMEHTIB, TakuxX sk Autopsy 1 (Guymager, a TakoxX
BunpasjeHuii Xplico.

Jlns cepBepa MU BHKOPHUCTOBYEMO omepaiiiiny cucremy Metasploitable 2.
Metasploitable 2 Busnauaerbes sik cepBep LINUX, skuii HABMHUCHO 3pOOJICHUI BPa3/IMBHM.
Metasploitable 2 mpusHnaueHui a1 TeCTyBaHHS IHCTPYMEHTIB O€3IE€KHM Ta JEMOHCTpaIii
TUIIOBUX BpasiiuBocTel. Bepcis 2 wi€i BIpTyalbHOI MAIIMHUA TOCTYIHA JUIsl 3aBAHTAXKEHHS
Ta MICTUTh IIe OUIbIlIE BPa3IMBOCTEH, HiIXK BUXITHUM oOpa3. Ll BipTyasbHa MalivHa
cymicHa 3 VMWare, VirtualBox Ta iHmmMu nommpeHnMy miaTdopMaMu BipTyaisaiii. 3a
3aMOBUYBaHHSIM MepexeBi iHTepdeiicn Metasploitable npus’szani 1m0 MepexeBux
amanrepiB NAT 1 Host-only, i o6pa3 HikojIM HE IMOBUHEH IiJJIaBaTHCS BIUIMBY BOPOXOT
Mepexi. 3a OaxanHsM, obOpa3 Metasploitable 2 MokHa BCTaHOBUTH SIK OCHOBHY a0o0
JIOTIOMDKHY ONEpaliiiHi CUCTeMH, aje 4Yepe3 BHCOKY KIUIbKICTh HAaBMHCHO CTBOPEHHX
BPa3IMBOCTEH, 1€ KAaTErOPUYHO HE PEKOMEHIYEThcst poOuTH. Haiikpammii cmocio
BukopuctanHsi Metasploitable 2 - 11e BcTaHOBJIeHHS 00pa3y Ha BIpTyallbHY MalluHY, Y
BUTIAJIKY MOJIIroHy — Ha cepic VirtualBoX, sikuit € migKiIrouYeHuM 10 OCHOBHOTO CEpPBEpPY
KOMaH/I 3aXUCTY.

Cepen OCHOBHUX BIAKPUTHX IOPTIB, COMCOK 13 SKUX PO3TALIOBAHUN B O(IIIHHIN
JOKYMEHTAIIi1 710 cucteMu, MoxkHa Buniuth: 21-FTP; 22-SSH; 23 — Telnet; 25 — SMTP;
80 — HTTP; 2049 — NFC; 3306 — MySQL; 5432 — PostgreSQL.

3.2. CTBOpeHHs1 Mepe:xi 11 po00TH MOJIroHy

JUtst ycnimHoi Ta MPOJYKTUBHOI POOOTH MOJITOHY HEOOXIAHO MOYaTH 3 OCHOB, 3
dbyHmamenTy 1poro mpoekty. [lim gac po3poOKHM MONIroHy CBOEPIAHUM (BYHIAMEHTOM
MO’KHA BHUJIUIHTH CTBOPEHHSI MEpEXKi, sfika Oyne 3’€IHYBaTH BCl BY3JH, KIHIIEBI TOUKH Ta

MepekeBe OONaJHaHHS B OJHE LIe s TOro, moO 3abe3neyuTd poOOTy CHUCTEMH.
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[TobynoBa mepexi, K 1 MOOyI0Ba YCIX IHIIMX PeYeil MOYMHAETHCS 13 CTBOPEHHS IUIaHY 1
MakeTy, 3a AKUMU Mepexa Oyzie CTBOPIOBATUCH. Il HbOr0 MU BUKOPHUCTAIN MPOrpaMHE
3abe3neueHHs Big kommnanii Microsoft mix massoro Microsoft Visio. Omxe, cxema mepexi

BUIIIA A€ TakK:

O

2> *(-
Mapmpwu;amp D-Link
-
Bpaxgmayep Cisco
L1 L] O —
e — e — .
Hoytbyk Komanau HoyTbyk KomaHgu Komytatop D-Link ansa
aTaku 1 ataku 2 KOMaH/M 3axXHCTy
O 8 o =
—— ———
HoyT6yk KomaHau Komyratop Cisco ana Hoy6yk KomaHau
arakn 3 KOMaHAW aTakK arakn 4 Komn'iotep komaHgn Komn'iotep KOMaHaM Cepsep HP
3axucTy 1 3axmcTy 2

—— ——
HoyT6yk KomaHgu HoyT6yk KomMaHau
aTaku 5 artaku 6

Komn'iotep komaHgn Komn'toTep KoMaHau
3axucTy 3 3axucty 4

Ha pucynky mokHa moOGauyuTu, 1o mepexka (i3udHO PO3JaUIeHa Ha JBI YaCTHHH.
[lepmia yacTuHA CKJIATAETHCS 3 MMPUCTPOIB JJIsT KOMAaHIU aTakH, Jpyra — 3 MPUCTPOIB s
KOMaHIM 3aXuCTy. [IpucTpoi 1yist KoMaHIu aTaku CKIIAal0Thes 13 mecTu HoyTOykiB HP B
ayauropii kadenpu, a Takox komyratop CiSCO, sikuil 3’€IHYE IIi 1IiCTh HOYTOYKIB B OJHY
JOKaJIbHY TiaMepexy. [IpucTpoi nas KOMaHaAu 3aXUCTY CKIAJAI0ThCS 13 5 MEepCOHATBLHUX
komm’1oTepiB HP y cepBepHiit kiMHaTi kadenpu, OuH 3 SIKHX BUKOPUCTOBYETHCS B SKOCTI
cepBepa. Takodx JI0 CKJIay IPUCTPOIB KOMaH/IH 3aXUCTY BXOaUTh KomyTtaTop D-Link, sxuit
BUKOPHUCTOBYETHCA JUIsl 3’ € JTHAHHS BCIX KIHLIEBUX TOYOK B €IUHY MIIMEPEKY.

JlomaTKOBUM MPUCTPOEM Y CKJIAJI CHHBOI KOMaHJM € BUKOPUCTaHHA OpaHamayepa
Cisco ASA 5506-X. Ilpu3HaueHHS OO MPHUCTPOIO IMOJATa€ y CTBOPEHHI Oydepy Mix
30BHIIIHBOIO0 MEPEKEIO Ta MIAMEPEHKOI0 KOMAH]IU 3aXUCTY, 110 JO3BOJIUTH KOMaH/I1 3aXUCTY
3 BUABJICHHSIM 3arpo3 1 MIKIAJIUBOrO Tpadiky, SKUW HAJAXOAUTH Bl YEPBOHOI KOMaHIH, a
TaKOX YCKJIQJHUTh 3aBJIaHHSA KOMaHJl aTaku, sKid moTpioHo Oyae o0iiiTu KoH(Iiryparii

Opanamayepa Jijisl yCHIITHOTO TPOHUKHEHHS B MiAMEPEXY KoMaHIu 3aXucTy. OcoOIUBICTh
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BUKOPHUCTaHHS OpaHAMayepy B IMOJITOHI MMOJIATaE B TOMY, 110 HAJAIITyBaHHS OpaHaMayepy
Moxe abo Oyae MpOBOJUTUCH YiIeHAMU CHHBOI KoMmaHAu. Lle o3Haudae, Mo came CBOIMHU
3YCHJUIAMH BOHHM 3MOXYTh a00 MIHIMI3yBaTH KUIBKICTh BPA3JIMBOCTEH, SIKI MOXYTh OyTH
BUKOPHCTaHI KOMAaHJIOK aTakKH JUis MPOHUKHEHHS B iX cucTeMy, ab0 HaBMaKH, 3pOOUTH
CBOIO CHCTEMY OLIbIII BPA3IUBOIO JJIS aTaK.

OOuABI YacTUHU MEPEXi 3’€HAHI MK COOOIO 3a JOIMOMOTrO0 MapupyTuzaropa D-
Link, ocHOBHe 3aBIaHHs SIKOrO0 00’€JIHATH BCI BY3JIM 1 MepeXeBe OOJIaHAHHS B OIHY
MOBHOIIHHY Mepexy, HajamTyBatu IP-agpecu kiHIleBUM TOYKaM 1 OyTH TOYKOIO 3B’SI3KY,

qcpe3 AKYy KOMaH/[da aTaKU Td 3aXUCTY 3MOKYTb B33€MOI[iHTI/I OJHa 3 OJHOIO.

3.3. BcTaHOBJIEHHS IPOrPaAMHOIO0 3ade3nevYeHHsl AJ1s1 POOOTH MOJTIroHy

3aBaHHIM €Tany BCTAHOBJICHHS IPOTPAMHOI0 3a0e3MeueHHs Jisl pOOOTH MOTITOHY
€ 1HCTaJAIIS Ta HAJAIITYBaHHS CEPBICIB Il CTBOPEHHS BIPTYaJlbHUX MAIIMH, a TaKOX
o0pa3iB caMHX BIpTyaJlbHUX MAaIlMH Ha yCiX KOMII IOTepax Ta HOyTOyKax KOMaHJU aTaKu
Ta 3aXUCTY, a TAKOX, 3a MOTPeOr, HATAIITYBAaHHS MEPEKEBUX KOH(Irypalliid Ta 3’€/IHaHb.
KoHkpeTusyoun CHUCOK MpOrpaMHOro 3a0e3ledyeHHs, MOKHa BUIUIATH Takl eTanu
pOOOTH: BCTAaHOBJICHHS CepeloBUINa BipryanpbHux MamuH VirtualBox na komm’rotep
KOMaH/IM 3aXUCTy, KW Oyae BUKOPHUCTOBYBATHCH B SIKOCTI CE€pBEpa; BCTAHOBIICHHS Ta
HaJIAINTYBaHHsA 00pa3y BipryanbHoi Mammuau Metasploitable 2 ma xomir’rorep kKomaHIH
3aXUCTy, SKUW OyJe BUKOPUCTOBYBATHChH B SKOCTI CE€pBEpa; BCTAHOBIICHHS CEPEOBUINA
BipTyasnpHuXx MamuH VirtualBox Ha xoskeH KOMIT'IOTep KOMaHIU 3aXUCTY, OKPIM THX, SKi
BUKOPUCTOBYIOTBCSL B SIKOCTI TNPHUMAaHKH; BCTAaHOBJICHHS Ha HaJAIITyBaHHA oO0Opa3y
BipryanpHoi Mamuan Kali LinuxX Ha ko)keH KOMIT I0Tep KOMaHIU 3aXHCTYy, OKPIM THX, SKi
BUKOPUCTOBYIOTHCS B SIKOCT1 IPUMaHKH; BCTAHOBJIEHHS CEPEAOBUINA BIPTYAIbHUX MAIlIUH
VirtualBox Ha kokeH HOYTOYK KOMaH/JM aTaKW; BCTAHOBJICHHS Ta HaJallTyBaHHS 00pa3y
BipryansHoi Mamman Kali Linux Ha koskeH HOyTOYK KOMaH]IU aTaKH.

VY 3aranpHOMYy, Ui IEMOHCTpAIlll MPaKTUYHOI peaiizallii MomepeiHiX 3aBIaHb,
POOOTY MOKHA PO3/IITUTH HA TPU YACTUHHU:

1. BcranoBneHHs cepenoBHia BipTyansHux mamue VirtualBox.

2. BcTaHOBIIEHHS Ta HaNAMITYBaHHA 00pa3y BipryansHoi Mammuu Kali Linux.
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3. BcraHOBIICHHS HA HaJAIITYBaHHS 00pa3y BipryansHOi Mamuau Metasploitable 2.

BcraHoBiieHHs cepenoBuiia BipryanabHux mammH VirtualBox. Cepenosurie
BipTyansHuX MammuH VirtualBox me moryxHa 6aratrodyHKIiOHAIbHA CUCTEMA, SKa
JI03BOJISIE 3aIyCKaTH 1 BUKOPUCTOBYBATH OIEpaIliiiHi CUCTEMH B SIKOCT1 BIpTyaTbHUX
MAIII1H, 110 JT03BOJIS€ 3MEHIIIUTH PU3UK BIUTHBY MPSMOI POOOTH 3 BPa3IUBUMHU MalTHHAMU
Ta BIJIOKPEMUTH pOOOUE CEPEIOBHUIIE BiJl PEaIbHOI OTMEPaIliifHOI CHCTEMH MPUCTPOIO.

JIns BCTAHOBJICHHS CepeIoBMINA BipTyaibHux MamuH VirtualBox HeoOXigHO
3aBaHTAXUTH IHCTAAMIHMEA (aii s onepamniinoi cucremu Windows 3 odimiiiHoro Beo-
caitry VirtualBox.

Jlami HeoOX1THO BIAKPUTH 3aBaHTAKCHUN I1HCTAMAMIMHUN dain 1, CIiayrouu
BKa31BKaM 1HCTaJISITOpPa, BCTAHOBUTH IPOrpaMHe 3a0e3MeUeHHs] Ha HEOOX1IHI MPUCTPOi. Y
HAIIoOMy BUIIAQAKY Le: | KoMII'roTep-cepBep KOMAHAM 3aXUCTy; 4 KOMII FOTEPU KOMaHIU
3aXUCTy; 6 HOYTOYKIB KOMaHAU aTaKH.

BceranoBienHs o6pa3y Bipryaasnoi mammuau Kali Linux. Kali Linux e omuH i3
0araThboX JUCTPUOYTHUBIB OIepariifHoi cucteMu LiNUX, sskuii opieHTOBaHUH Ha pOOOTY came
y cdepi kibepoesneku. ductpuOyTuB BMmimye B €001 BEIMKY KUIBKICTh MPOrPaMHOIO
3a0e3IeueHHs, SIKe MOKPUBA€E Maike BC1 BUIU 3aBJIaHb, sIKI BUKOHYIOTBCS CIICIiaTliCTaMH 3

iH(dOopMaIIiitHOT 6€31eKH, Y TOMY YUCJI 3aBJaHb 11 000X CHHBOI Ta YEPBOHOT KOMaH/IH.

The most advanced
Penetration Testing Distribution

Kali Linux is an open-source, Debian-based Linux distribution
geared towards various information security tasks, such as
Penetration Testing, Security Research, Computer Forensics and

Reverse Engineering.
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IrtualBox

Download

Here you will find links to VirtualBox binaries and its source code.,

VirtualBox binaries

By downloading, you agree to the terms and conditions of the respective license.

If you're looking for the latest VirtualBox 6.0 packages, see VirtualBox 6.0 builds. Please also
If you're looking for the latest VirtualBox 5.2 packages, see VirtualBox 5.2 builds. Flease also
VirtualBox 6.1.34 platform packages

Windows hosts
05 ¥ hosts

Solaris hosts

» Linux distributions
. Solaris 11 IPS hosts

The binaries are released under the terms of the GPL version 2.

See the changelog for what has changed.

You might want to compare the checksums to verify the integrity of downloaded packages. T¢
« SHAZ256 checksums, MD5S checksums

Mote: After upgrading VirtualBox it is recommended to upgrade the guest additions as well.

JIuist 3aBaHTa)KEHHSI Ta BCTAHOBJICHHST 00pa3y BipTyansHoi Mamman Metasploitable 2
HeoOXiHO mepedTn Ha odimiiamii BeO-caiiT Kali Linux. 3Haxomsunch Ha oQiridHIN
CTOpIHIII HEOoOXigHO mepeiitm Ha cropinky Download i y BepxHili 4acTuHI eKpaHy
HarucHyTu Ha Virtual Machines.

[Ticns 1bOTO HAC TIEpPEHANpABIISIE HA YACTUHY CTOPIHKH, /1€ MOKHA BUOpATHU THII
CepeIoBUIIA BIPTyaIbHUX MAIIIUH, JJIS SIKOTO HEOOXITHO 3aBaHTAXUTH 00pa3 BIpTyaabHOT
mammman Kali Linux. Ha BuGip maetbcss VMWare i VirtualBox, a takoxk BuOip HeoOXigHOT
PO3PSATHOCTI CUCTEMH.

Jlami 3aBaHTakeHHi 00pa3 BipTyanabHOi Mamuuu Kali LINUX Mo)kHA BCTaHOBHUTH
oesnocepenuro y VirtualBox. Ins nporo y Binkputomy cepenonuiii VirtualBox neooxinHo

HaTUCHYTH Ha Pai1 — IMnopryBaTH 00pa3 BipTyaibHOI MALIMHH.
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Works on relatively inexpensive & low powered Single
Board Computers (SBCs) as well as modern ARM
based laptops, which combine high speed with long
battery life

Hosting providers which have Kali Linux pre-installed,
ready to go, without worrying about infrastructure
maintenance

Choose your Platform |

Bare Metal

”Vp

V' Direct access to hardware

i kernel

Y No overhead

Single or multiple boot Kali, giving you complete
control over the hardware access (perfect for in-built
Wi-Fi and GPU), enabling the best performance

# Recommended

Containers

Using Docker or LXD, allows for extremely quick and
easy access to Kali's tool set without the overhead of

an isolated virtual machine.

Virtual
Machines

onment

ized Kali kernel

X X AN

system requirer

VMware & VirtualBox pre-built images. Allowing for a
Kali install without altering the host OS with additional
features such as snapshots. Vagrant images for quick
spin-up also available

# Recommended

Mobile

A mobile penetration testing platform for Android
devices, based on Kali Linux. Kali NetHunter consists
of an NetHunter App, App Store, Kali Container, and
KeX.

Live Boot
e s ‘\ P : s
—_— :

Quick and easy access to a full Kali install. Your Kali,
always with you, without altering the host OS, plus
allows you to benefit from hardware access.

Virtual Machines Documentation »

Windows Subsystem for Linux (WSL) is included out of
the box modern Windows. Use Kali (and Win-KeX)

without installing additional software.

N
[ F

VMware VirtualBox

7 torrent

|¢
|«

torrent sum sum

F} Documentation B Documentation

VY BikHI O6pa3z onsa imnopmy HEOOXITHO BKA3aTH IUISAX JIO 3aBAaHTAXKEHOTO 00pasy
Kali Linux.
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d virtuel machine groups on your computer. You can mport, add and creste new VM using correspanding toobar buttons. You can

IMnopTyeaT oBpas BipTyansHOT MALLIMHK

O6pas ana iMnopTy

Please choose the source to import appliance from. This can be a local file system to import OVF archive or one of known doud service providers to import cloud
WM from.

Source: |Local File System hd

Please choose a file to import the virtual appliance from. VirtualBox currently supports importing appliances saved in the Open Virtualization Format (OVF). To

continue, select the file to import below,
p—

daiin: |C: I|,LlsersmJn,li)cnwnloacls'|,|-:E|Ii-linux -2022, 2~virtualbox-amd&4.ova m

[Ticns BuOOpY HEOOXITHUX TAapaMeTpiB I poOOTH BIpTyalbHOI MAIllMHU, a CaMe:
KUIBKOCTI ONEpaTUBHOI Imam’sTi, (I3UYHOI mam’sATi Ha JTUCKY, sJep Ipoliecopa, TOIIO,
HeoOX1THO HaTucHYTH ImMmopTyBaTH. VY 3aJeXHOCTI BiJ] CHCTEMHHUX IapaMeTpiB
MPUCTPOIO, HA SKOMY MPOBOJUTHCA IHCTAJSAIIA BIPTyaldbHOI MAIIMHH, IMIOPTYBaHHS
B110yBa€eThCs B Mekax Bia 5 10 30 XBUIIUH.

[Ticns 3akiHYeHHs IMIOpTYyBaHHs BipryadbHa MammHa Kali Linux teopernuno
roTOBa /10 BUKOPUCTAHHSI, ajie JJig Oulbil Oe3nmeyHoi poOOTH BapTO MPOBECTH JOJIATKOBE
HaJalTYyBaHHA MEPEKEBUX MapaMeTpiB, 1100 3aXMCTUTH BipTyalibHe cepenoBuie. s
IbOr0 HEOOXIJTHO HATUCHYTHM Ha IKOHKY HajamTyBaHHAI B mpaBiii BepXHIM Cekuii
cepenosuia VirtualBox.

Y BiKHI HaJalmTyBaHb HEOOXIJHO TMepedHTH y BIKHO Mepexa Ta 3MIHUTH
HaJTamTyBaHHA nepmoro anantepa Ha NAT (gKio me He 3po0JIeHO 3a 3aMOBUYBAHHSIM).

[Ticns 30epexkeHHs HajmamTyBaHb o0Opa3 BipryaidbHOi Mamuau Kali Linux y
cepenoBuii Bipryam3aiii VirtualBox 6yae roroBuii 10 BukopucTanus. L{i mii HeoOXimHO
MOBTOPUTH ISl YOTUPHOX KOMIT FOTEPIB KOMaHAM 3aXUCTY Ta IIECTU HOYTOYKIB KOMaHIU

aTaKMH.
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Qaiin Mawwna [Josigka
%Eﬁ Tools {:} {é} :§> M
CTB0pMTH HanawTysaHHR BiakuHyTH  3anycTuTi
oy =] General
o @ H Hazsa: Kali-Linux-2022. 2-virtualbox-amde4
Onepauiira cncrema:  Debian (64-bit)
Ig‘ Cncrema
OcHoBHa NaM'aTe: 2024 MB
MNpougcopu: 2
MopAnoK 3aBaHTawEHHA:  KOPCTKMIA Anck, ONTHYHMA AWK
MpucKoperHs: WT-x/AMD-V, Bxnagere samiwerHa cTopiqok, PAE/NY, NapasipTyanizauia KYM
'EE:} Kali-Linux-2022.2-virtualbox-amdB4 — HanawmyeanHsa 7 >
E 3araneHe Mepexa
E‘ Cucrema ApanTtep 1 AfanTep 2 AnanTtep 3 AnanTep 4
E‘ ExpaH BEIMKHY T MEDEXEBWIA a1anTep
G3) , Min'eaxanmit go: |NAT -
Mam'ate

Hasea:

[ Nopatkoso

EI IHTepdeiic kopucTyeada

Cracysamy

BcTaHoBJIeHHSI Ta HAJIAIITYBaHHs 00pa3y BipryaasHoi mammau Metasploitable

2. Metasploitable 2 - ne onne 3 HaMKpaluxX CepeaOBHIN JIsS IPOBEACHHS HABYaHb 3
ki0epOe3mneku. Cucrema BKIIIOYA€E B COO1 BEJIMKY KUIBKICTh BIAKPUTUX MOPTIB 3 BPa3IUBUMU
cepBicaMy Ha KOXXHOMY 3 HHUX. 3aBISKU I[bOMY CIELIANICTU 3 KiOepOe3NneKu MOKYTh

TPEHYBAaTUCh a00 NPOBOJUTH TPEHYBAHHS [Jis I1HIIMX, BUKOPHUCTOBYIOUM MOXJIMBOCTI

nporpamHoro 3adesneueHHs: Metasploit Ta ocHOBH ITpOBEICHHS TICHTECTHHTY.

BcranoiienHss oOpasy BiptyansHoi Mammuun Metasploitable 2 morpebye Bim Hac

nepexoay Ha odiriitauii BeO-caiit SourceForge [34] ta 3aBaHTa)KeHHs apXiBy 3 00pa3om
dopmary vmdk. Tlepen cTBOpeHHSM BIpTyaJibHOI MAIIMHH HEOOXITHO OOOB’SI3KOBO
pO3apxiByBaTH 3aBaHTaXKeH1 (ailin B OKpeMy Marky, sika OyJe BUKOPHUCTOBYBATHUCH SIK

JDKepeno JUisi CTBOPEHHS BIPTyajbHOT MamvHU. JIJis BCTaHOBIEHHS 00pasy BIPTYyaJbHOI

46



mamuau Metasploitable 2 neo6xiaHo y BinkpuTomy cepenosuiii VirtualBox natucHyTH Ha

«CTBOpUTHY» y BEPXHil 4aCTUHI BiKHA.

@aiin Mawwna Joeigka

e 8| & % -

CTeopuTH... fHanawTysaHHA...  BigkkHyTv  3anycTuTu

[ca =y =] General

fJ (L) Hazea: KaliLinux-2022, 2-virtualbox-amda4
Onepaujiiia cuctema:  Debian (64-bit)

IE‘ Cncrema

VYV HOBOMy BIKHI HEOOXIJIHO BKa3aTH Ha3By MailOyTHBOI BIpTyaJbHOI MalIWMHH, a
TAKOXK THIT Ta BEpCito orepamniiHoi cucremu. Y Hamomy Bumnaaky me Metasploitable 2,

Linux, Ubuntu (64 bit).

CTEOpWTH BipTyaneHy MaLLWHYy

Hazea 1a OC

Flease choose a descriptive name and destination folder for the new virtual machine
and select the type of operating system you intend to install on it. The name you
choose will be used throughout VirtualBox to identify this machine.

Mame: |ME1ES|:I|DHE|J|E2 |

Machine Folder: | C: \sers\WID Vi tualBox VMs w |
Tun: | Linux - @’
Bepda: |Ubuntu (64-bit) i

PexmM excnepTa CracyeaTtH

VY HacTynmHOMY BiKHI HEOOXIJTHO BUOpATH KIJIBKICTh OMEPATUBHOI IMaM’sTi, siKka Oyze
BUJIJIEHA BIpTyalbHIM MalluHi, Ticias 4yoro HatucHytd Aani. Ilicns BuOpaTu oniito
Bukopucmosysamu icuyrouuii paiin 6ipmyanvHozo 3#copcmKozo Oucka, 1jisi SKOro HIKIe
HEOOXITHO BKa3aTH IIISAX JIO po3apXiBoBaHOro B MyHKTi 2 daitny Metasploitable.vmdk.
Ham nHatucHytd Cmeopumu. Ilicns 3aKiHYEHHS CTBOPEHHS BIPTYyaJbHOI MallMHU B
ocHOBHOMY BikHiI VirtualBox HeoOxigHO BHOpaTH HOBOCTBOPEHY BIpTyallbHY MAIUHY
Metasploitable2 Ta narucuytn Hanawmyeanns. Y HOBOMY BiKHI, TaK CaMo, SIK IIiJ] 4ac

BcraHoBieHHs Kali Linux, HeoOXigHo BUOpaTH BikHO Mepesrca Ta 3MIHUTH HATAIITYBAHHS
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nepiroro agantepa Ha NAT (gkio 1ie He 3po0JIeHO 3a 3aMOBUYBaHHIM). 30€piriiu 3MiHH,
MU HIATOTYBAJIM BIPTyaJIbHY MaIIMHY A0 poOOTH. J[BIYl HATUCHYTHU Ha BipTyalbHy MallIUHYy
Metasploitable 2 3i cniucky B VirtualBox, a00 HaTUCHYTH Ha OMIIit0 3anycmumu y BEpXHii
YacTHHI BiKHA. Y KOHCOJIBHOMY PEXHMI B 3amlylIeHIN BIpTyalbHIM MamluHI HEOOX1THO
BBecTH Jorin/mapons: msfadmin/msfadmin, micns doro BimOymeThest mepmuii 3amyck i
MIATATYBaHHS BCiX HEOOXigHUX makeTiB. Ilicis 3aBaHTa)keHHS BCHOIO HEOOX1JTHOTO HaM
notpibHo BBecTH KomaHay ifconfig y koncosi 1uist Toro, o6 aizHatucsk [P agpecy 1inboBoi
MmamuHy. 3BipuBiu IP-agpecy BipTyaiabHOI MamKMHU Ta OyAb-SKOTO 3 XOCTIB KOMaHIU
3aXUCTYy Ta aTakd MOYKHA TIEPEBIPUTH MPaBWIBHICTh HAJAIITYBaHHS JIOKAIBHOI MEpEexi,

CTBOPEHOI paHiIe.
3.3. IHcTpykuisi AJ1s1 poOOTH YePBOHOI TA CHHbOI KOMAH/I

YepBoHA KOMaHJIA — 116 KOMaH/Ia YOPHHUX KaIeNOIIKiB, KoMaHa araku. OCHOBHE
3aBJaHH 111€1 KOMaHJU MOJSArae B MIPOHUKHEHHI B MEPEXKY Ha OCHOBI 3HAWJEHUX 1] Yac
CKaHyBaHHS BPa3JIMBOCTEM, 3aKPIINIEHHS B KOMII FOTEPAX, SIK1 3HAXOASATHCS B L1 MEPEXI, a
TaKOXX B OTPUMaHH1 JOCTYIY 0 (ailily 3 XEIIOM.

VY 3aranpHOMY BaXKKO Mepen0ayuTH, IKUi XiJ1 poO0TH Oy1€ BUKOHYBAaTUCH KOMAH 10O
aTaky, TOMY 1110 3aBJIaHHS L[bOTO KOJIEKTUBY IOJIATa€ B MPOHUKHEHHI B MIIMEPEXKY CUHBOI
KOMaH/J¥M 1 OTPMMaHH1 JIOCTYNy J0 iX MPUCTPOIB Ta (ailiiB, sKi 3HaXOAAThCA B HuX. Lle
3aBJlaHHS € JOCUTh TBOPYMM, 1 TOMY HOTO peaiizailisi MOXKe BIJIPI3HATHCH 1 3aJIeXaTH BiJl
CTHJIIO 1 3BUYOK YYAaCHHUKIB 31 CTOPOHHM YE€PBOHOI KOMaH/IU. AJie B 3arajibHOMY IMOYaTKOBUI

IMpoueC KOMaH/I1 aTakKu BUTIAAA€ TAKUM YHMHOM:

1. 3amycTuTH  BIPTyaJIbHI ~ MallMHM 13  BCTAHOBJICHOIO  CIICIIAJII30BAHOIO
omnepariiiiHoro cuctemoro Kali Linux.

2. 3a IONOMOrOI0 1HCTpYMEHTa NMApP MpOCKaHyBaTH ILIJIbOBY MEPEKY Ta 3HANUTH
OCHOBHY TIEpIIy MaIlTUHY B MEPEXi.

3. BusBuTH BpaznuBOCTI HA MEPIIiH MalIMHI BCIMa JOCTYITHUMHU CIIOCOOAMH.

4. ExcruryaTyBaTH 3HaW€HI BPA3JIMBOCTI 1 OTPUMATH JOCTYII JO MEPIIOi MAITUHU.

5. 3akpinuTHCH y MepIIiid MaiHI OyIb-IKHUM CIIOCOOOM (3aJUIINTH OEKIA0pH).
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6. 3 mepuioi MalIMHKU MPOCKAHYBATH 1HII MEPEXK1 Ta BUSIBUTH 1HIII MAILIUHU.

/. BusBUTH Bpa3JIMBOCTI HAa IHIIUX MalIMHAX BCiMa JOCTYIMHUMU CIIOCOOAMU.

8. EkcruryaTyBaTH Bpa3jauBOCTI 1 OTpUMATH JOCTYII J0 IHITUX MAIIIHH.

9. 3akpinmUTHUCH B IHIIUX MAIIMHAX OyIb-IKUM CIIOCOOOM (3IHIIIUTU OEKI0pH).

10. OTpumaTu mocTym 10 ¢ailiry 3 XenoM Ha OTHIN 3 MaIiH.

DopMyITIOBaHHS JECITOT0 3aBJIaHHS MOXKE BIIPI3HATHCH 3aJICKHO BiJl CUTYAIlli, TOMY
mo jJabopaHT abo BHKIaJad MalOTh MOMIIMBICTD BHOCHTH CBOi KOPEKTHMBH Y (DiHAJIbHE
3aBJaHHA JUIsS KOMaHIW aTakd, BpaxoByrouHM MOxIHBOCTI sik Metasploitable 2 rax 1 Kali
Linux. OcHoBHa iest CIPOEKTOBAHOI CUCTeMH - Iie iHTeprperyBanus CTF-cTuimizoBaHux
3apnanb (Capture The Flag), ne xomanai aTaku HEOOXITHO OTPUMATH JOCTYIH 10 (ainy 3
«mpanopiem» - gaaux popmary hash-string. Ajie rHyYKiCTh CUCTEMH JJO3BOJISIE€ 3MiHIOBATH
THUI 3aBJaHHS 1 HEOOXIAHUI pe3ysbTaT AJisl YCIIIIHOIO BUKOHAHHS MOCTABJIEHHUX MEpeN
KOMaHJIOI0 3aB/IaHb.

CuHs KoMaHaa — 11e KoMaHaa Outnx kamenromkiB. OCHOBHA 3a7a4a 11i€] KOMaHIA B
SIKOMOTA IBUAMINAN TIEP10]] 9Yacy BUSHAUUTH, 3 IKOTO KOMIT I0Tepa He aTaka Ha iX MEpexy,
a TaKOX 3a0JIOKYBaTH 11e KOMIIT FOTEp JI0 TOTO, SIK BIH OTPUMAE JOCTYII 110 (aiiily 3 XeIom,
KU 3HAXOJIUTHCS Ha OJTHOMY 3 KOMIT FOTE€PIB MEPEKI.

BiaminHICTE Y poOOTI 4€pBOHOI Ta CHHBOI KOMAH/M IMOJISATAaE B TOMY, 110 3aBJaHHS
KOMaHJ{ 3aXHCTy € JIOCUTh IIaOJIOHHWM, aje¢ CKJIAIHICTh IIbOTO 3aBJIaHHS BCE OJHO €
BEJIMKOIO, OCKUIbKM YYaCHUKaM CUHBOI KOMaHJM HEOOX1IHO BeCh Yac aHaji3yBaTu Tpadik
y Mepexi 1 MUTTEBO pearyBaTh Ha IHIUACHTH. Y 3arajlbHOMy po0OTa CHHBOI KOMaHIU
CKJIAJIA€THCS 3 TAKUX E€TAIIIB:

1. 3amycTUTH BCTAaHOBJICHI Ha KOMIT FOTepax BipryanbHi mamman Kali Linux.

2. BcraHOBUTH 1 HaNAmITYBaTH Mporpamy ISl MEPEXOIICHHS MaKETIB y MEepexi —
Wireshark.

3. 3amycTUTH TPOIEC BIIJIOBIIOBAHHS MAKETIB y MEPEXi, 32 pe3yabTaTaMU SIKOTO
BU3HAUUTH, 3 SIKOTO BOPOXKOT'0 KOMIT FOTEpa HATXOSATh MAKETH.

4, Tlicns BHSBIEHHS BOPOXKOTO KOMIT FOTEpa 3poOHUTH Crpo0y OJIOKYBaHHS IIbOT'O

KOMIT toTepa B Mepexi (0e3 6mokyBanHs MAC-aapecu).
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3aB/IaHHs CHHBOI KOMAaHIM MOXXHA BBa)KaTH YCIIIIHO BUKOHAHWMH, KOJU B MEPEXi
OlsIbllle HE MPUCYTHIA WIKIIIUBUNA TpadiK, SIKHA HAAXOAUTH BIJ YEPBOHOI KOMaHAM, 1 yCl
YJIEHW YEpPBOHOI KOMaHAM Oynu 3a0JI0KOBaHI B Mepexi. Y TaKOMy BHUIAJKY YYaCHUKHU
KOMaHJIM 3aXUCTy YCHINIHO BiOWIM KibepaTaky 1 3aXMCTHIN MEPEXKY BiJl MPOHUKHEHHS 1

BHUKPAJICHHS [IHHOI 1H(OopMaITii.
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