enoxy IudpoBux TpaHchopMarliit» MpUCBIYEHA, B TOMY YHCII, JOCIIKEHHIO
Ta BHUPIMIEHHIO CY4YaCHUX MPOOJIEeM MPUBATHO-TIPABOBOIO PEryJIOBaHHS
iHpopmarliiHoi ramy3i K y Hammi kpaidi, Tak 1 3a i mexamu. [luBuIBHO-
IpaBoOBa  BIANMOBINAJIBHICTh, TapaHTIi COIIAJILHOTO 3axUCTy, M00yI0Ba
JIOTOBIPHOI CUCTEMHU Yy 1HPOPMAIIMHO-TIPABOBOMY CETMEHTI — II€ HaNpSMKH,
SAKUM HaJaHO OCOOJIMBOTO 3HAYEHHS y Mexax JaHoi kKoHdepeHii. Came Tomy
nuckyciiiHa mnaHenb «lIpuBaTHO-paBoBE peErystoBaHHS 1HQOpMAIIHHUX
BIJHOCHUH» JOMOMOXE SIK MOJOAUM BUEHUM, TaK 1 JIOCBIIYEHUM IOpUCTaM-
NPaKTUKaM YIOCKOHAIUTH HasBHI HABUYKHU, a TAKOXK CYTTEBO PO3IIUPUTH 0azy
CBOIX 3HaHb.
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ON THE PROBLEM OF PROTECTION OF COMMERCIAL SECRETS

One of the rights of the owner of a trade secret is the opportunity to protect
himself in the manner prescribed by law from the actions of other entities that
violate or create such threats to the established regime of trade secrets. The
legislation of Ukraine does not currently provide for special means of protection
of trade secrets, a specific mechanism for exercising the rights of owners of
trade secrets. The shortcomings of regulation create many difficulties for
business entities, limit the possibilities of realization and protection of rights to
trade secrets.

Persons guilty of committing unfair competitive actions are subject to legal
liability of various industries: administrative and economic in accordance with
the Law of Ukraine on Protection against Unfair Competition; it is also possible
to apply the civil law in the form of compensation for damage caused on the
basis of the Civil Code of Ukraine, and for individuals — as well as labor and
criminal law.

The main forms of protection are recourse to the competent administrative
authorities or to the court.

The administrative procedure provides for the submission of an application
to the Antimonopoly Committee of Ukraine, the functions of which include
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control and termination of unfair competition. The information and documents
confirming the collection of trade secrets by illegal methods, other
circumstances that confirm the existence of an offense must be provided to the
Committee. The law also sets deadlines for appealing to the Antimonopoly
Committee of Ukraine - 6 months from the date when the person learned of the
violation of their rights, as well as a three-year statute of limitations. Thus,
based on the results of the review, the Antimonopoly Committee of Ukraine is
authorized to impose a fine on the offender; for damages it is necessary to go to
the court.

The analysis of separate elements of judicial practice on protection of a
trade secret allows to allocate the following important conditions
(circumstances) which are a subject of the proof necessary for satisfaction of
requirements on protection of a trade secret: 1) the information belongs to the
business entity whose rights are violated; 2) the information is classified as a
trade secret and is subject to the appropriate protection regime; 3 the person is
informed about the classification of information as a trade secret; 4) the person
intentionally copied, memorized or otherwise collected information that
constitutes a trade secret; 5)the person acted by deception, fraud, theft of
documents or other criminal means contrary to the law.

In considering a trade secret, the courts determine whether the confidential
use of confidential information or its unauthorized disclosure has taken place.
In particular, it is established whether the information was used in violation of
the purposes that were stipulated during its transmission. If the transmitted
information was used in another way, the court imposes an appropriate
prohibition and obliges the defendant to reimburse the damages (both real and
lost profits). The burden of proving the extent of the damage lies with the
victim, which in practice does not always seem simple. It is much easier to
prove cases when an unfair competitor received income through the use of
illegally obtained information.

The position of the Plenum of the Supreme Commercial Court of Ukraine
should be noted separately, according to which it is not important to establish
restrictions or eliminate competition to qualify the actions of an economic entity
as unfair competition. It is sufficient to prove the fact that the subject has
committed acts defined by law as unfair competition.

In addition, the relevant acts are criminally punishable under the Criminal
Code of Ukraine. Prosecution does not preclude the filing of a civil claim for
damages.

It should be noted here that the relevant institution, unfortunately, is not
sufficiently developed either theoretically or practically, and we borrow certain
tools to combat unfair competitors from the Anglo-Saxon countries without a
sufficient legal framework. With regard to legal remedies, administrative
proceedings involve a complex and incomprehensible procedure for the average
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citizen, the absence of clear criteria and rules for examining the case file and the
Committee’s wide discretion. In turn, the protection of trade secrets as a special
category of cases in the courts does not contain special approaches to the
collection of evidence, as well as the established case law in their assessment.
Therefore, we recommend company owners not only to hope for the protection
of already violated rights to trade secrets, but also to implement sufficient
preventive measures, such as effective personnel policy, use of NDA
agreements, miscalculation of all possible risks of information leakage,
protection of information by special technical means, etc.

Therefore, in case of violation of the rights of a person who legally controls
a trade secret, he may apply for protection of such rights. Legislation, as a rule,
creates a whole system of means of protection of rights to trade secrets, in
which it is possible to allocate means of civil, criminal, administrative, labor
law. Consider them.

It should be noted that civil law does not provide for special legal norms
aimed solely at protecting the right to trade secrets. According to Art. 431 of the
Civil Code of Ukraine [1], infringement of intellectual property rights entails
liability established by this Civil Code, other law or contract.

The grounds for civil liability may be a violation of a contractual obligation
or non-contractual violations — the committing of civil torts. Contractual
violations relate mainly to license agreements — they are subject to all general
rules on liability for breach of obligation (Chapter 51 of the Civil Code of
Ukraine) [1].

Non-contractual protection of trade secret rights is based on the general
provisions on tortious liability and the peculiarities of the legal regime of trade
secrets as an object of intellectual property rights. Article 432 of the Civil Code
of Ukraine [1] gives every person the right to go to court to protect their
intellectual property rights in accordance with Art. 16 of the Civil Code of
Ukraine [1], which determines the possible ways to protect civil rights and
interests.

From the peculiarities of the protection of trade secrets and its legal regime
follow the characteristics of liability for violation of rights to trade secrets. A
trade secret as an informal result of intellectual activity (unlike copyright or
patent law) is characterized by the principle of freedom of use and the
presumption of good faith of the user of trade secrets, unless proven to violate
the statutory protection regime. Whereas for the objects of copyright and patent
law there is a presumption of unfair use by third parties (unless otherwise
expressly provided by the contract with the right holder) — hence the
responsibility regardless of fault. Instead, guilt is a prerequisite for liability for
breaches of trade secrets.

It is impossible for a trade secret to have such a protection as to restore the
situation that existed before the violation of the law. After all, information is
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disclosed irrevocably, it cannot be removed from the mind of a person who
illegally read it. Accordingly, the protection can only consist in compensation
for damages and a ban on continuing such a violation.

These methods can only be applied to a limited number of actual violators.
The latter can be divided into two groups: 1) persons who directly unlawfully
interfered in the sphere of the right holder (primary violators); 2) and persons
who used the results of the primary violation (derivative violators). In any case,
the primary infringer must be held liable, which is a ban on continuing to use
the facility and compensation for damages. The same applies to the derivative
infringer, who is an “unscrupulous” user, i.e. who knew or should have known
about the illegality of the transfer to him of information that constitutes a trade
secret. Another situation with a violator 1s a “conscientious” user who cannot be
prosecuted because the right holder does not have absolute protection.
Responsibility before him is borne only by the person guilty of the violation
(therefore, liability without guilt is impossible).

Types of violations. The violation, which consists in the misuse committed
by the infringer, should be considered as a tort, the consequence of which is
both compensation for damages and a ban on further use. Illegal disposition of
the right (possibly in case of illegal intrusion into a trade secret or going beyond
the terms of the license agreement) is also a violation that entails compensation
to the right holder. A separate type of violation is unauthorized intrusion into a
trade secret — if it was not accompanied by other violations, the result will be
compensation only for non-pecuniary damage. A breach of contract may be
committed by a counterparty who received information under the contract on
the condition of confidentiality, but disclosed this information.

A high percentage of breaches of trade secrets and know-how are also
related to employment relationships, as employees have a conditional access to
such confidential information under an employment contract. The boundary
between the employer’s right to protect his trade secret (know-how) and the
employee’s right to use his professional experience in his own interests or in the
interests of the new employer are difficult to determine, including this task is
not easy for litigation. Among the most general rules established for employees
(even former ones) are the following: the obligation to maintain confidential
information (trade secrets and know-how) is enshrined in the provisions of
special agreements or employment contract (contract). In foreign countries,
such an obligation can usually be implied on the basis of the general
requirements of honesty and loyalty in the absence of regulations. When
considering a dispute, it is necessary for the court to take into account the
essence of the specific employment relationship under consideration, the status
of the employee, the level of availability of trade secrets and measures taken by
the person controlling such information to maintain its secrecy. After the
termination of employment, the requirements for the former employee are
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usually maintained: do not disclose information that is a trade secret, do not
copy trade secrets, etc., i.e. the employee is not entitled to use the trade secret of
his employer. In determining the limits of such restrictions, the court must
assess whether the disputed confidential information can be considered part of
the professional experience or knowledge of the employee (by the way, in
England, courts are based on the criterion of “average honesty and ability™).
Regarding the ban on engaging in activities that compete with the former
employer, as well as on the basics of non-disclosure agreements and know-how
(confidential information).

Thus, the conditions for the protection of trade secrets (know-how) cannot
go beyond the reasonable protection of the interests of the employer.

UDC 347.2(043.2)
Henry Vall, lawyer, USA

ON THE ISSUE OF LEGAL REGULATION OF ARTIFICIAL
INTELLIGENCE

Ethics and law are inextricably linked in modern society, and many legal
decisions stem from the perception of certain ethical problems. Artificial
intelligence adds a new dimension to these questions. Systems using artificial
intelligence technologies are becoming increasingly autonomous in terms of the
complexity of the tasks they can perform, their potential impact on the world,
and the diminishing ability of humans to understand, predict, and control their
functioning. Most people underestimate the real autonomy of such systems.
They can learn from experience and perform actions that were not intended by
their creators. This causes a number of ethical and legal difficulties.

But the legal problems are even deeper, especially in the case of robots. A
system that learns from information received from the outside world can act in
ways that the creators could not have predicted, and predictability is critical to
modern legal approaches. Moreover, such systems can operate independently of
the creators or operators, which complicates the task of determining the subject
of liability. These characteristics pose problems of predictability and the ability
to act independently, but not be legally responsible.

Regulatory options are numerous, including those based on already existing
regulations. So, technologies that use artificial intelligence can be regulated as
objects of copyright or as property. However, difficulties arise if we take into
account, in particular, the ability to act autonomously against the will of the
creator, owner or owner.In this regard, it is possible to apply the rules
governing a special type of property — animals, since the latter are also capable
of autonomous actions.
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