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Modern economy has entered a phase of deep digital transformation, when data, 

algorithms, and network technologies have become key elements in ensuring 

competitiveness both at the level of enterprises and at the level of national economies. 

The Internet of Things (IoT) serves as the fundamental basis of this process, as it 

provides automated collection, transmission, and analysis of large arrays of 

information about real economic processes occurring in the physical environment. 

One of the main characteristics of IoT is its ability to form a completely new 

type of information infrastructure, within which sensor networks, mobile devices, 

industrial sensors, intelligent data processing systems, and cloud services are united 

into a single network ecosystem. Unlike traditional economic statistics systems, IoT 

data is high-frequency, continuous, and operational. This opens up the possibility of 

transitioning from retrospective forms of analysis to real-time management models. 

IoT radically changes the logic of functioning in industry, logistics, the agrarian sector, 

urban infrastructure, energy, retail, and the service sector. The creation of digital twins, 

sensor networks, and analytical platforms allows for significant cost reduction, 

increased productivity, minimized human factor, ensured transparency of operations, 

and improved forecasting quality. 

Especially important is the impact of IoT on minimizing information asymmetry, 

which has traditionally been one of the main reasons for the inefficiency of market 

mechanisms, the increase in transaction costs, and the deterioration of the effectiveness 

of economic policy. The conditions of structural transformation of the Ukrainian 

economy create a need for the widespread implementation of IoT in all key sectors — 

agricultural, energy, industrial, infrastructure, and the service sector. 

The relevance of the research on the application of IoT in the economy is 

determined by the necessity for a deeper theoretical understanding of their potential, as 

well as the development of practical mechanisms for its effective application in 

analytical and managerial purposes. The goal is to study the theoretical and applied 

aspects of the use of Internet of Things technologies in the economy, to determine the 

advantages. 

Limitations and Prospects for Their Application in Scientific and Applied 

Economic Practice. The Internet of Things is a multidimensional economic 

phenomenon that combines technological, institutional, managerial, and socio-

economic elements. Its emergence has caused a change in the fundamental principles 

of the functioning of economic systems, as data has transformed into a key resource, 

and digital networks have become an environment for value creation. In this context, 
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IoT should be viewed not only as a tool for automating technical processes but as a 

complex economic infrastructure that shapes a new architecture of production, 

exchange, distribution, and consumption. 

A leading characteristic of IoT is its ability to form informational capital, a 

specific type of intangible asset that possesses properties of cumulative, 

reproducibility, scalability, and low marginal cost of expansion. The informational 

capital created through IoT includes arrays of data about production processes, logistics 

flows, the state of infrastructure, consumer behavior, equipment activity, and other 

elements of the real environment. The accumulation and use of this capital become the 

basis for forming competitive advantages in the digital economy. 

From theoretical positions, the Internet of Things performs the functions of an 

institutional mechanism for reducing transaction costs, an infrastructural component of 

the economic system, a factor of production, a catalyst for innovation, and an 

informational coordination mechanism. Within institutional economics, it is important 

to emphasize that IoT minimizes information asymmetry, which is one of the key 

problems of market models. Sensor systems provide access to reliable, up-to-date 

information, forming an environment of transparent economic interaction. 

Within neoclassical economic theory, IoT is a technology for increasing 

productivity that reduces costs and optimizes production functions. At the same time, 

in the digital economy, IoT serves as a platform for creating new market ecosystems 

where data is the main commodity. Thus, the Internet of Things is a complex economic 

phenomenon that transforms modern economic processes. It is a network of physical 

objects equipped with sensors, software, and communication means that allow them to 

interact with each other and with digital platforms. 

The essence of IoT lies in the creation of cyber-physical systems capable of 

collecting information about the external environment and transmitting it for further 

analytics. Key characteristics of IoT can be formulated in the context of economic 

research: scalability - the ability to cover millions of objects; continuity of data 

collection - formation of high-frequency time series; high measurement accuracy, 

which minimizes the human factor. Low level of transaction costs associated with 

automation of control; possibility of integration with big data and machine learning. 

All these characteristics significantly expand the capabilities of modern 

economic analytics and modeling. The technological architecture of the Internet of 

Things is based on the integration of sensor systems, communication channels, data 

processing algorithms, and application platforms. It encompasses the sensor level, 

network level, computing level, and application level. The sensor level collects data 

through sensors, controllers, RFID tags, GPS trackers. The network level provides data 

transmission through NB IoT, LoRaWAN, 4G/5G, satellite channels. 

The analytical level includes cloud computing, Big Data, machine learning, 

predictive analytics. The application level forms practical solutions: production 

optimization, failure prediction, logistics management, energy consumption, 

behavioral analytics. The IoT architecture creates conditions for building next-

generation econometric models based on high-frequency data streams, digital twins of 



 

 

processes, and real-time analytics. This ensures accurate monitoring, demand 

forecasting, risk assessment, and analysis of the effectiveness of economic systems. 

IoT data has a number of specific features that create prerequisites for the use of 

specialized econometric approaches: high frequency (data every minute, every second, 

in real time); large volumes requiring optimized storage methods; spatio-temporal 

characteristics that enhance the possibility of building spatial economic models; 

heterogeneity – a combination of quantitative, categorical, contextual, and behavioral 

data; strong dynamism, making classical stationary models insufficient. 

It is possible to propose and build a model for integrating high-frequency IoT 

data into econometric analysis (IoT Based Dynamic Econometric Framework). This 

model addresses the following scientific problem: traditional econometric analysis 

works with aggregated data (quarterly, monthly, daily) and is unable to correctly 

process high-frequency streaming data generated by IoT devices. This model 

eliminates this limitation and allows for the integration of second and millisecond data 

into modern econometric structures. 

The proposed integration model has the following structure. 

1. High-Frequency IoT Data Collection Module. The module receives telemetry 

from sensors, industrial equipment, logistics systems, and "smart" devices, 

maintaining the full dynamics of processes without prior aggregation. 

2. Streaming Processing Module. It performs noise cleaning, synchronization of 

uneven time series, normalization, and anomaly detection, preparing data for the 

econometric system. 

3. Integration Module in Econometric Analysis. A Real Time Econometric Update 

Engine mechanism is proposed, which: updates model parameters in real time; 

uses an adaptive "sliding window"; combines linear econometrics with ML 

modules (LSTM, GRU, Transformer). This model has scientific novelty, as it 

offers: 

4. Transition from static to dynamic models. The model eliminates the limitations 

of classical econometrics and allows working with streaming data that arrives 

every second. 

5. Consideration of behavioral components. High-frequency data allow capturing 

micro-fluctuations, short-term trends, and reactions of economic agents. 

6. Reduction of the endogeneity problem. The use of streaming data increases 

causality and accuracy of econometric estimates. 

7. Innovation of integration IoT → econometrics → management. The model 

creates a closed loop for the first time: → Data → Analytics → Econometric 

Model → Management Decision → IoT. 

Thus, the proposed model provides: the use of high-frequency IoT data in real 

time; hybrid econometric ML analyses; improved forecasting and modeling; the 

creation of self-adaptive systems for economic analysis. In general, from the 

perspective of modern econometrics, IoT is not only an environment for information 

collection but also a catalyst for the evolution of analytical models, transitioning from 

static to adaptive, streaming, and hybrid. 



 

 

The theoretical basis for this transition includes: the paradigm of streaming data; 

models with variable parameters; nonlinear econometric approaches; deep learning of 

time series; spatio-temporal econometrics; high-frequency volatility models; structural 

modeling in real time. Thus, the integration of IoT into econometric modeling 

represents a logical stage in the development of econometric science in the context of 

the digital transformation of the economy. 

The Internet of Things also occupies a key place in modern economic analytics, 

as it provides a continuous influx of high-frequency, detailed, and reliable data about 

real economic processes. Unlike traditional statistical methods based on periodic 

samples, IoT allows for the acquisition of operational information, significantly 

enhancing the accuracy of economic models, forecasts, and management decisions. It 

is transforming from a technological tool into a fundamental element of the digital 

infrastructure of the economy. 

The rapid integration of IoT into manufacturing, management, logistics, and 

socio-economic processes radically changes the methods of data collection, processing, 

and interpretation, which form the basis of a new generation of analytics – real-time 

analytics. Economic systems that previously operated on aggregated, low-frequency 

data can now utilize streaming high-frequency data collected directly from 

environmental objects: equipment, vehicles, infrastructure networks, consumer 

devices. 

As a result, economic analytics is shifting from retrospective analysis to a 

predictive adaptive management model, where decisions are based on actual states at 

a specific moment in time. In traditional economics, data arises from accounting 

systems, official statistics, reports, or periodic observations. 

In contrast, IoT: generates information continuously; forms huge time series with a 

frequency of seconds or milliseconds; creates spatio-temporal arrays that reflect the 

behavior of physical objects; provides detail and context unavailable to traditional 

statistics. That is why IoT is becoming the main source of productive, operational, and 

behavioral data. Practical applications of IoT in economic research cover the following 

areas: 

1. Macroeconomic observation in real time. Sensor data allows for the construction 

of nowcasting models: analysis of transport flows, energy consumption, 

population mobility. 

2. Microeconomic analysis of enterprise efficiency. IoT is used to analyze 

equipment performance, monitor deviations in technological processes, manage 

inventory, and optimize resource costs. 

3. Modeling consumer behavior. Smart cameras and RFID technologies allow for 

the assessment of customer movement trajectories, analysis of marketing 

effectiveness, and formation of personalized offers. 

4. Economic Modeling in Industry and Logistics. IoT helps to predict failures, 

model optimal delivery routes, control transportation conditions. 

IoT allows monitoring soil conditions, predicting yield, managing irrigation 

systems, optimizing fertilizer and resource costs. The Internet of Things creates a new 



 

 

paradigm of digital transparency in markets, which significantly transforms economic 

research, business processes, and government regulation.  

The concept of digital transparency becomes a key element of modern economic 

systems, contributing to increased efficiency and competitiveness of markets. Its 

implementation provides the opportunity to form accurate, dynamic, and highly 

reliable econometric models, opening new horizons for science and practice. Digital 

transparency of markets is one of the key characteristics of the modern economy, which 

is transforming under the influence of rapid development of information technologies.  

The Internet of Things becomes a fundamental element of this transformation, 

ensuring a continuous flow of data that allows for the formation of new approaches to 

analysis, forecasting, and regulation of market interaction. The concept of digital 

transparency of markets is based on the idea of increasing openness, accessibility, and 

accuracy of information for all participants in market processes. Digital transparency 

is viewed as a state of the market in which information flows are complete, timely, and 

non-discriminatory.  

The main theoretical foundations of this concept are: information asymmetry and 

ways to reduce it, market efficiency from the perspective of rational expectations 

theory, the role of data collection and processing technologies in forming competitive 

advantages. The Internet of Things overcomes systemic problems of information 

asymmetry by providing accurate and timely data on the state of resources, consumer 

behavior, logistics processes, and other economic parameters. IoT forms the basis of 

market digital transparency due to the following properties: 

• automated collection of large data sets from physical objects, 

• the possibility of high-frequency monitoring and information transmission, 

• inclusion of heterogeneous data sources into a single analytical ecosystem. 

As a result, the market becomes more predictable and manageable. Enterprises 

gain the ability to: 

• optimize resource management, 

• increase the accuracy of econometric models, 

• detect risks and market anomalies early. 

In economic research, the concept of adaptive production management based on 

the Internet of Things can be proposed. Adaptive production management based on IoT 

technologies provides automatic adjustment of production processes in real time due 

to constant data collection and analysis. This creates a flexible and self-regulating 

system that quickly responds to internal and external changes. 

The concept of adaptive production management based on the Internet of Things 

(IoT) involves creating a flexible, self-tuning production system that continuously 

monitors the state of technological processes, analyzes data in real time, and 

automatically adjusts production parameters depending on changing conditions. 

The structural elements of this concept are: 

1. Intelligent Infrastructure. It consists of sensors, IoT devices, RFID tags, and 

network technologies that provide digital visibility of the production 

environment. 



 

 

2. Data and Analytical Mechanisms. The processing of data streams is carried 

out through Edge computing, Big Data, digital twins, and machine learning 

models. 

3. Adaptive Management Module. It performs automatic reconfiguration of 

equipment, optimization of schedules, redistribution of resources, and 

synchronization of processes. 

4. Control and Feedback. The system evaluates the effectiveness of each action 

and restructures processes based on the principle: data → analysis → decision 

→ change → re-analysis. 

The principle of its implementation includes continuity of monitoring, 

flexibility, autonomy, predictability, and economic optimality. Based on the concept 

of adaptive production management, an increase in productivity, reduction of 

downtime, decrease in costs, improvement of quality and flexibility, and transition to 

dynamic management are expected, along with the integration of IoT data with 

econometric models and the creation of self-regulating cyber-physical systems. It can 

be applied in machine engineering, logistics, energy, pharmaceuticals, and other 

industries as the foundation of Industry 4.0. 

Ukraine demonstrates a gradual formation of digital transformation policy, 

particularly due to the activities of the Ministry of Digital Transformation, the "State 

in a Smartphone" program, the development of open data, and electronic services. This 

creates important prerequisites for building an environment in which IoT can integrate 

into state and corporate governance. 

Ukrainian enterprises are unevenly prepared for the implementation of IoT. 

Large companies in industry, energy, and the agricultural sector demonstrate active 

digitalization, while small and medium-sized businesses often face barriers of high 

solution costs and a lack of specialists. Universities and research institutes are 

gradually building competencies in the field of cyber-physical systems, automation, 

artificial intelligence, and IoT. However, the need for educational programs focused 

on practical application remains high. 

The state actively modernizes telecommunications infrastructure, although 

regional unevenness of coverage remains a challenge. IoT systems require reliable 

power supply. In conditions of periodic failures in the energy system, the following 

become important: backup power sources; energy-efficient technologies; the use of 

autonomous IoT devices. 

  The growth in the number of connected devices increases the risks of 

cybersecurity incidents. Ukraine stimulates the development of protection systems: 

national CERT centers; critical infrastructure cybersecurity programs; implementation 

of cryptographic standards. Cloud services, data processing centers, and edge platforms 

are spreading, allowing for the processing of significant volumes of IoT data. At the 

same time, the level of availability of centralized data centers requires further 

development. In Ukraine, the dynamics of IoT implementation in various sectors of the 

economy is growing. The most active areas are: 

1. Precision agriculture. The use of moisture sensors, soil analysis, satellite 

monitoring, automated fertilization systems. 



 

 

2. Logistics and transport. GPS monitoring of transport, analysis of technical 

condition, route optimization, control of transportation conditions. 

3. Energy networks. Development of smart grid: smart meters, automated load 

balancing, energy-efficient solutions. 

4. Industry. Implementation of digital twins, systems for predicting failures, 

vibration sensors, automated controllers. 

5. Urban infrastructure. Development of Smart City: smart lighting, air quality 

monitoring, traffic management, control of waste containers. 

Despite successes, development is hindered by a lack of 5G, low levels of 

cybersecurity, a shortage of personnel, and insufficient investments. However, positive 

dynamics indicate significant potential. Despite progress, the development of IoT in 

Ukraine is limited by insufficient levels of standardization, difficulties in integration 

into state information systems, and the need for training specialists capable of working 

with large data sets. Institutional and infrastructural conditions are being formed 

dynamically, and the war simultaneously creates both obstacles and impulses for 

innovative development, making IoT an important tool for the modernization of 

Ukraine's economy. 

The Internet of Things provides significant growth in economic efficiency for 

enterprises, industries, and national economic systems due to cost reduction, resource 

optimization, increased productivity, and the implementation of real-time analytical 

models. The economic effect of IoT is divided into direct, indirect, multiplicative, and 

external effects. Direct effects include reduced maintenance costs, optimization of 

energy consumption, reduced material costs, and decreased equipment downtime. 

Indirect effects include increased forecasting accuracy, reduced uncertainty, 

optimized logistics, and improved personnel management efficiency. 

Multiplicative effects encompass the development of the big data market, 

platform economy, service models of "equipment as a service," innovations in the 

fields of energy, agriculture, and transport. 

External effects include reduced CO₂ emissions, decreased accident rates, 

improved environmental monitoring, and enhanced urban safety. 

The analytical potential of IoT is based on new types of data: digital twins, 

precise time series, logistical traces of goods, consumer behavior models, and technical 

performance indicators of equipment. One of the implementations of IoT is 

accompanied by technological, economic, social, and ethical risks. Cybersecurity is 

one of the biggest challenges: possible unauthorized access to management systems, 

interference in production processes, data forgery. The issue of personal data protection 

encompasses the risks of information leakage about geolocation, user activity, and 

behavioral profiles. Ethical risks include employee monitoring, algorithmic bias, and 

the transparency problem of autonomous systems. 

Technical challenges: incompatibility of devices from different manufacturers, 

limited network bandwidth, data transmission delays, and the complexity of integrating 

a large number of IoT devices. 

Economic challenges: high implementation costs, the need for infrastructure 

modernization, a shortage of specialists, and high cybersecurity expenses. 



 

 

The development of the Internet of Things in the modern economy demonstrates 

a steady trend towards scaling and complicating functional models. In the coming 

years, a transition from local IoT systems to integrated digital ecosystems is expected, 

which will unite industrial facilities, state infrastructures, commercial services, and 

households. 

Technological prospects include the development of 5G/6G, edge computing, 

digital twins, integration of IoT and AI, and energy-efficient sensors. 

Economic prospects involve the formation of new business models, platform 

economy, and autonomous management systems. 

Social prospects are related to digital inclusion, the development of 

telemedicine, and increased environmental safety. 

Organizational prospects encompass the transition to data-driven governance, 

automation of control, and the creation of intelligent monitoring centers. 

The Internet of Things forms a new level of information support for economic 

research, contributes to the development of adaptive forecasting models, increases the 

accuracy of analytics, and optimizes decision-making in various sectors of the 

economy. In combination with econometric methods, IoT becomes powerful. 

an instrument for revealing the patterns of economic processes, increasing the 

competitiveness of enterprises and developing the digital economy. 
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