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IMPOTPAMHO-ATIAPATHU KOMILUIEKC JIJISI 3AXUACTY
RFID-MITOK BAHKIBCHKUX BE3KOHTAKTHUX
IJIATIKHUX KAPTOK HA BA3I TEXHOJIOTTIl PAYPASS
(MASTERCARD) TA PAYWAVE (VISA) BIJ
HECAHKIIOHOBAHOT'O 3UYNTYBAHHS

Ha ocHoBI aHaIti3y nporecy MpoBeACHHS TPaH3aKIil 3 0E3KOHTAKTHOIO 0aHKIBCHKOIO
IUIATKHOI KapTKOK BCTAHOBJICHO CIOCOOM Ta MOMEHT MOJIJIMBOTO BHUKpaJICHHS
nmanux 3 RFID-miTok 3 BukopuctanusMm camopoOHux RFID-pimepis. Po3po6iieHo
nporpaMHo-anapatHuil KoMmruieke Ha 6asi miardpopmu Arduino UNOR3 mist 3axucty
RFID-MiTOK 0aHKIBCHKMX OE3KOHTAKTHHX IUIATDKHUX KapTOK Ha 0a3i TEXHOJOTiH
PayPass (Mastercard) Ta PayWawe (Visa) Bix HeCaHKIIIOHOBAHOTO 3YUTYBAHHS.
Kurouosi ciioa: RFID, PayPass, PayWave, RFID-miTka, 0€3KOHTaKTHI TIATEKI.

Beryn

Ha CHOTOJIHI panioyacToTHa
inentudikamis (RFID) e TexHomoriero, 1o
JTMHAMIYHO po3BUBaeThes [1-5]. Lle moB’s3an0
3  IIUPOKUM  BHUKOPUCTAHHSAM  DI3HHUX
OE3KOHTaKTHUX CHUCTEM peecTpallii 00’ €KTIB y
KOMEpIIHHUX Ta TEXHOJOTIYHUX TMpOLEecax.
He o6iiinmtacs 0e3 BukopucranHs RFID 1
OankiBchka cucteMa [6]. TTosiBa GaHKIBCHKHX
IJIaTIKHUAX KapTOK 3 TEXHOJIOTIEI0
OE3KOHTAKTHOI OIJIaTH — L€ CepHO3HUN KPOK
Briepen. AJje, Ha KOXHE HOBOBBEICHHS
3'ABIISETHCS JIFOJIUHA, sIKA CIIPOOYe 3pOOUTH Ha
HbOMYy rpomr. Sk mnpaBuno, ue abo
Oi3HecMeHH, abo 1maxpai. Yepe3 ocTaHHIX
MpoOrpec  MOXKE€  CHpUMMATUCS  JTIOCUTH
HETraTUBHO — JIFOJU TPOCTO OOSThCs 3a CBOT
IpOIIi.

beskoHTakTHI  0aHKIBCBKI  IIATIXKHI
KapTKH — 11€ TI0 CYTi B)Ke 3HAHOMI 1 3BUYHI JJIA
JoAed IIMAaTOYKM IUIACTUKY, 3 TIEKO JIMIIE
pI3HHIICIO, 10 B HUX BOy/JOBaHA aHTEHA s
nepeaaui iHpopmaii no paniokanany (RFID-
MITKa), SIka BUKOPHUCTOBYE pajiOKaHaj, 11100
nepeaaBaTy MOBIJOMJICHHS PO MJIaTexi.

Hailtnomumpenimumu ix Bugamu € VISA
PayWave i Mastercard PayPass [7].
BinpizHuTH Taki KapT MO>KHA 32 BIIIOBITHUM
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CHMBOJIOM Y BUTJISIAI XBHJII B KYTKY 1 Ha3BOIO
0E3KOHTAaKTHOI TEXHOJIOT11 HOPSA 3 JTIOTOTUIIOM
IIaTHKHOT cucTeMH. /ISl OIUIaTH TOKYIKH
BCHOT'O JIMILIE Tpeba MiHECTU TaKy KapTy 10
IJIaTI>KHOTO TEepMiHAITY, OCHAILIEHOTO
creiaJbHUM pajaionpuiimauem. [ Bce —
mnatixk 3aificaeno. Hisskux BBoaiB PIN-komiB 1
3aJIMILIEHHS «aBTOrpadiny».

3I0BMUCHUKA  MalOThb  MOJJIUBICTH
BiJIaJIEHO BUKPAJIAIOTh TPOII 3 0aHKIBCHKUX
Kapr, OCHAIIEHUX RFID Yinamu,
BUKOPUCTOBYIOUM CaMOpPOOHI Oe3KOHTaKTHI
piaepu, 3laTHUX CKaHYBAaTHU Takl OaHKIBCBHKI
kaptu. [lo cyTi, Xakepu CTBOPUIIM CaMOPOOHIi
AQHAJIOTU JIeraJbHUX O€3KOHTaKTHUX PoS-
TepMiHaJIiB.

Biacrans B 5-20 CaHTUMET)IB,
3naBasiocst O, HEBENMKAa, HaBPSA YM Xakep
3MOXe migiopatucs Tak Onu3bKo. AJe B
HaToBIli a00 B TPOMAJICHKOMY TpPaHCIOPTi
MPOBEPHYTU  MOMAIOHUN  TPIOK  IJIKOM
MO>KJIMBO. JIt01Ha MOXe HaBITh HE MOMITUTH
«nomicteay. OTpuMaHi  JaHl  Imaxpai
HAHOCATh Ha KapTU-KJIOHU - JJIS MOJAJIBLINX
orepartii.

He3Baxaroum Ha 3aXUCT TEXHOJIOTIH
PayPass 1 PayWave, 3 Takux KapT MOXHa
BUTATTH HOMEpP KApPTKU 1 JaTy 3aKiHYEHHS
TepMiHy ii 0OCIyroByBaHHS - LIbOTO JIEKOJIU
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OyBa€ MOCHTH JJIs TPOBEICHHS TPaH3aKIIN 1
BUTOTOBJICHHSI KJIOHY 3 MAarHiTHOI CMYTOIO.
Kpim Toro, xakepam crae JOCTYITHOKO iCTOpIs
orepauii Mo KapTi, B TOMY YHCIIi TOUHI CyMH i
JaTy CIIMCaHb.

MeToaMKHN eKCIIePUMEHTY

Jns peamizamii  mpoekTy — Oyin
BUKOpHMCTaHI HacTymHi ckianoBi: Arduino
UNO R3; RFID-monyne RC522; kaptka 3
RFID-uimom; maxerna mirata Ha 400 TOYOK;
Habip makeTHux MnpoBoaiB; RFID-monymns 3
MIIBUIICHUM  pajiycoM Jii; OaHKIBChbKa
MJIaTiXkHA KapTka 3 MiITPUMKOIO
OE3KOHTAKTHUX ILJIATEKIB.

Apnyino i ApayiHo-cymicHi iatu [8]
CIPOSKTOBAaHI TaKMM YWHOM, MO0 1X MOXKHA

Oyno 1npu HEOOXIAHOCTI  PO3UIMPIOBATH,
JIO0JAal0ud B TPHUCTPIA HOBI KOMITOHEHTH
(«shieldsy). LTi TJ1aTH pO3LIUPEHB

MKITIOYAI0TECS 10 ApAyiHO 3a JIOIOMOTORO
BCTAaHOBJIEHUX Ha HHUX LITHUPOBUX DO3'€MIB.
IcHye psin yHipIKOBaHHMX IUIAT, IO JOIYCKAE
KOHCTPYKTUBHO KOPCTKE 3'eIHaHHSA
MPOIECOPHOI TUIATH Ta IUIAT PO3MIMPEHHS B
CTOMKY 4epe3 mTuposi miniiiku [9]. Kpim Toro,
BUIMYCKAIOTBCSA ~ IUIATH 31  3MEHIICHUM
(nampukisiaa, Nano, Lilypad) 1 cneniambHUM
(nns 3amay poboToTexHIKK) PopM-phakTopoMm.

VY koHuenuito ApAylHO HE BXOAATH
KOpIyCHI 1 MOHTaxHI Jaetami. Po3poOHuK
BUOMpAE METO/ YCTAaHOBKM 1 MEXaHI4HOTO
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3aXHCTy MPOIECOPHUX TUIAT Ta KOMIIOHEHTIB
PO3IIMPEHHS CAMOCTIHHO.

Hamu BukopuctoByBaBcst RFID-momynb
RC522 3 wacrotoro 13.56 MIm 3 SPI-
iHTepdericoM, OCKITbKH TaKUH MOJYJIb MOXKE
OyTH BUKOPUCTaHUM JUISL pi3HuX
pazioaMaTOpChKUX Ta KOMEPITIHHUX
3aCTOCYBaHb, B TOMY YHCIi KOHTPOJIO
JOCTYIly,  aBTOMAaTW4HOI  iJeHTHiKaIIii,
POOOTOTEXHIKH, BIACTCKEHHS peueit,
miatikaux  cucremM i 1.0 [10].  Horo
OCHOBHUMH XapaKTEPUCTHUKAMU €: Hampyra
xusneHHs: 3.3V; crpym: 13-26mA; poGoua
gacrota: 13.56MHz; nanpHicTh 3unTyBanHs: (
~ 60 wmwMm; Iarepdeiic: SPI, makcumanbHa
mBUAKICTh iepenadi 10Moit/c; po3mip: 40mMm
X 60MM; yutanug i 3anuc RFID-MiTok.

[Iporpama mis pobGoTm  amapaTHOI
yacTUHM Oyjia HamWcaHa B CEPEAOBUIINI
po3pobku st Arduino — ArduinolDE. Sk
MOBa IPOTrPaMyBaHHS 3a 3aMOBYYBAHHSIM JUJISI

wiatgopmu Arduino € MoBa mporpamyBaHHs
c*.

PesyabraTn

Jnsa mnouatky pobotu Oyno 3i0paHO
amapatHy dYacTuHy Ha 0a3i  1urardgopmu
Arduino Uno 3a cxemoro, K IIOKa3aHO Ha
puc.l.

Hanucano mnporpamy aisi 34dMTyBaHHS
nanux 3 RFID-kaptok (Honatok 1).
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Puc.1. - Cxema nigkmouenns RFID-moaymo mo mratu ArduinoUNORS.
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B pesymprari poborn manoro RFID-
pizepa crae moxumBuM 3untatd HEX-Kxon
OE3KOHTAKTHOI KapTKH B SIKOMY MICTUTBHCS
iHpopmanis Homepy kapTku, CVV Ta tepminy
nii. Ilpm i po3mmdpyBanHi i JaHI MOKHA
3amucaTd Ha TYCTY KapTKy, CTBOPHBILIHU

nyomikar, mo 1 poosare maxpai. RFID-miTka
30epirae cBoi naHi B 16 cekTopax, KOXeH 3
SIKUX CKJIaZiaeTbes 3 4 OJI0KIB, a B CBOIO Yepry,
KO)KeH 0ok wmictuth 16 OaiT nmanmx [11].
Burisin 3untaHux 1aHUX TIOKa3aHo Ha puc. 2.
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MFRCS522 Scftware Version: 0x88 {(unknocwn)
Scan PICC to see UID, type,
Card UID: €6 A1 F3 CS
PICC type: MIFARE 1KB
Secter Block a E 32 3 4 = e 7
15 é3 00 00 00 00 00 00 FF 07
ez 00 00 00 00 00 00 00 00
61l 00 00 00 00 00 00 00 00
€0 00 00 00 00 00 00 00 00
14 59 00 00 00 00 00 00 FF 07
58 00 00 00 00 00 00 00 00
57 00 00 00 00 00 00 00 00
5& 00 00 00 00 00 00 00 00
13 55 00 00 00 00 00 00 FF 07
54 00 00 00 00 00 00 00 00
53 00 00 00 00 00 00 00 00
52 00 00 00 00 00 00 00 00
12 51 00 00 00 00 00 00 FF 07
50 o0 00 00 00 00 00 00 00
49 00 00 00 00 00 00 00 00
48 00 00 00 00 00 00 00 00
11 47 00 00 00 00 00 00 FF 07
486 00 00 00 00 00 00 00 00
45 00 00 00 00 00 00 00 00
44 00 00 00 00 00 00 00 00
10 43 00 00 00 00 00 00 FF 07
42 00 00 00 00 00 00 00 00
41 00 00 00 00 00 00 00 00
40 00 00 00 00 00 00 00 00
= 39 00 00 00 00 00 00 FF 07
38 00 00 00 00 00 00 00 00
37 00 00 00 00 00 00 00 00
3& 00 00 00 00 00 00 00 00
8 35 00 00 00 00 00 00 FF 07

and data blocks...

S 10 11 12 13 14 15 AccessBits
€69 FF FF FF FF FF FF [ OO0 1]
00 00 00 00 00 00 00 E 6:-68:0°']
00 00 00 00 00 00 00 [ OO0 0]
00 00 00 00 00 00 00 [ OO0 0]
69 FE FE _FE FF FF FE E Q=0231:%
00 00 00 00 00 00 00 [ 00 0]
00 00 00 00 00 00 00 [ O 0 0]
00 00 00 00 00 00 00 [ OO0 0]
BO ERFE SEE-EECER TR [ OO0 1]
00 00 00 00 00 00 00 [ OO0 0]
00 00 00 00 00 00 00 [ OO0 0]
00 00 00 00 00 00 00 [ OO0 0]
69 FF FF FF FF FF FF E G033
00 00 00 00 00 00 00 [ OO0 0]
00 00 00 00 00 00 00 [ OO0 0]
00 00 00 00 00 00 00 [ OO0 0]
GO FE FE “EF-FEF<EEF FF¥ E @ .6-1 73
00 00 00 00 00 00 00 E @-8=0°']
00 00 00 00 00 00 00 [ OO0 0]
00 00 00 00 00 00 00 [ OO0 0]
69 FE FF _FE FF FF_FE | 4 G 2 S pek
00 00 00 00 00 00 00 [ OO0 ]
00 00 00 00 00 00 00 [ OO0 0]
00 00 00 00 00 00 00 [ OO0 0]
OO EFFE EFE-FF-EF EE [ OO0 1]
00 00 00 00 00 00 00 E 6.8=0']
00 00 00 00 00 00 00 [ OO0 0]
00 00 00 00 00 00 00 [ OO0 0]
69 FE-FE _FE FF FE FE E Q=021

Puc. 2. — 3unrannit HEXxox RFID-miTkH.

Jiis 1poro HaMm MOTPIOHO WIe OAHY
nporpamy, 3a JOMOMOTOI0 SKOT MH OyaeMo
3allUCyBaTH JaHy 1H(QOpMALil0 Ha IMYyCTy
kapTKy (JomaTok 2).

Po3pobka  kapTku 13 QYHKUIEO
0JIOKYBaHHSI HECAHKI[IOHOBAHOTO 3YUTYBaHHS
JTaHUX 0€3KOHTaKTHUX KapTOK.
[IpoanainizyBaBiM Bpa3auBICTh OaHKIBCHKHUX
IUIATDKHUX ~ KapTOK Il Oe3KOHTaKTHHUX
MJIATEXIB Ta OCHOBHI CITIOCOOW BUKOPHCTAHHS
JaHUX BPa3JIMBOCTEH 3JOBMUCHHKAMH OyIo
MPUAHATO PIMICHHS PO3POOUTH KapTKY 13
¢byHKIi€I0 OJOKYBaHHS HECAHKIIIOHOBAHOTO
3untyBaHHs gdaHuXx 3 RFID-mitok. [IpoToTum
JaHOT KapTKU HE BIAPI3HAETHCS (PI3SUUHUMHU
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napaMeTpamu Bif] 3aXHIIEHOI KapTKH, OJHOIO
BIJIMIHHICTIO € HOTO TOBINMHA, sika B 1.5 pa3iB
OinpIa B TOPIBHSAHHI 13 3BHYANWHOIO
0aHKIBCHKOO TJIATIXKHOIO KapTKO¥O.
[Tpunun po6OTH MPOTOTHILY MOJIATAE

B TOMY, IO 3aBASKH TOCHJICHIM aHTEHI Ta
RFID-miTmi, sika mpamioe Ha yactoti 13.56
MI'11 (Ha Takiit e gactoTi npamoioTs RFID-
MITKH OAHKIBCHKHMX TUIATIXHUX KapTok) [12],
BOHA TIEPEXOIUTIOE CHTHAJ Bia piaepa, SKui
HanpaBieHud Ha 3unTyBaHHS RFID-miTkn
0aHKIBCHKOI KapTKH, YUM OJIOKY€E 3UYUTyBaHHS
OCTaHHBOI.

[IpoToTun BuUKOHYE poyib Oap’epy mJs
BCIX KapTOK B pajiyci 14 cMm. (puc. 4).
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Scan a MIFARE Classic PICC to demonstrate read and write.
Using key (for A and B): FF FF FF FF FF FF
BEWARE: Data will be written to the PICC, in sector #1
Card UID: 66 Al F3 C5
PICC type: MIFARE 1KB

Authenticating using key A..

Current data in sector:

1 7 00 00 00 00 00 00 19 €7 S8E 00 00 00 00 00 00 00 [0 1 1]
€ ECFF FF FF 13 00 00 00 EC FF FF FF 06 F9 06 F9 [ 1 1 0 ] Value=0xFFFFFFEC Adr=0x6
5 02 00 00 00 FD FF FF FF 02 00 00 00 OS FAOS FA [ 11 0 ] Value=0x2 Adr=0x5
4 01 010101 01010101 08 09FFOB OCODOEOF [0O0O0 ]
Reading data from block 4 ...
Data in block 4:
01 01 01 01 01 01 01 01 08 09 FF OB OC 0D OE OF
Authenticating again using key B...
Writing data into block 4 ...
01 02 03 04 05 06 07 08 08 09 FF OB 0C 0D OE OF
Reading data from block 4 ...
Data in block 4:
01 02 03 04 05 06 07 08 08 09 FF OB OC 0D QOE OF
Checking result...
Number of bytes that match = 18&
Success :-)
Current data in sector:
i 5 7 00 00 00 OO0 00 00 19 €7 EE 00 00 00 00 OO0 QO OO0 [0 1 1 ]
€ ECFF FFFF 13 00 00 00 EC FF FF FF 06 F9 06 F9 [ 1 1 0 ] Value=0xFFFFFFEC Adr=0xé
5 02 00 00 00 FD FF FF FF 02 00 00 00 05 FAOS FA [ 110 ] Value=0x2 Adr=0x5

Puc. 3. — [Iponec 3anucy nanux Ha RFID-MiTky.

Puc. 4. — [IpoTtoTum kapTku 3 nmocusieHow anTeHor RFID-MiTky.
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[IpoTecTtyBaBm Tporec MPOBEACHHS
TpaH3akiii 3 OaHKIBCbKOIO O€3KOHTAKTHOIO
IUIATDKHOKO ~ KapTKOK ~ Ha  MPOTrpamHo-
armapaTHOMY KOMIUIEKCI Ha 0a3i ruatdopmu
Arduino UNO R3 3 HasBHICTIO MPOTOTHUITY
KapTKH 3 MocuiieHor anTeHor RFID-MmiTku Ta
0e3 HbOTO, OYyJI0 BCTAHOBJIEHO €(PEKTUBHICTH
po0OTH TPOTOTUNY, SKUH YHEMOXKIIMBUB
IpoIeC  HECAHKI[IOHOBAHOTO  3YUTYBaHHS
JAHUX 3 RFID-miTkn 0aHKIBCHKOI
OE3KOHTAKTHOI IUIATIXKHOT KapTKH.

Bucnosxu

Bu3HayeHO OCHOBHI 3arpo3u KOPEKTHOT
POOOTH 1 IUISIXM HECAHKI[IOHOBAHOTO JIOCTYITY
mo nmanux RFID-MITOK, a Tako)X METOIH
3axucty KoH¢igeHuiHocTi nmanux RFID-
MITOK 0aHKIBCHKHUX IIJIATIKHUX KapTOK Ha 0a3i

texuouorii Visa Pay Wave ta Mastercard Pay
Pass.

CrpoeKToBaHO Ta po3po0IIeHo
MpOrpamMHO-anapaTHUl KOMIUIEKC Ha 0a3i
ArduinoUnoR3 miust meMoHcTpamii mporecy
orpumManHs n1aHux 3 RFID-miTok.

CTBOpEHO  TPOTOTHII  KapTKH 3
nocuiieHo anTeHor RFID-miTku, HasBHICTH
AKOi Ja€ 3MOTy yOesmeuuTd cebe BiI
BHUKPaJICHHS KOIIITIB 3 0aHKIBCHKHUX
IUTATOKHAX KapTOK Ha 0a3i Texnosorii Visa
Pay Wave ta Mastercard Pay Pass.

BcraHOBIGHO  €(EKTHBHICTH  JTAHOTO
cnoco0y 3axUCTy Ha OCHOBI pe3yibTariB
TecTyBaHHA 34uTyBaHHsA iH(opmartii 3 RFID-
MITOK TIpU HasBHOCTI IOPYY MPOTOTHUILY
KapTKH 3 TOCHICHO aHTeHor0 RFID-MiTku Ta
3a HOTO BIZICYTHOCTI.
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MPOI'PAMMHO-AIIINAPATHBINM KOMILIEKC JJIS1 3BALIIATHI
RFID-METOK BAHKOBCKUX BECKOHTAKTHBbBIX
MJIATEXKHBIX KAPTOUYEK HA BA3E TEXHOJIOI'HU PAYPASS
(MASTERCARD) U PAYWAVE (VISA) OT
HECAHKIHUOHUPOBAHHOI'O YTEHUA

Ha ocHoBe ananmza mporecca MpOBENCHUSI TPaH3aKIHUA C OECKOHTAaKTHOW
0aHKOBCKOW TUTaTEKHON KapTOYKOH YCTAaHOBIEHBI CIIOCOOBI M MOMEHT
BO3MOXXHOTO mnoxuuieHud naanHeix ¢ RFID-meTok ¢ ucnoiap30BaHUEM
camozenbHbix  RFID-puaepoB. Pazpabotan  mporpaMMHO-anmapaTHBIH
komruiekc Ha 6aze miardopmbel Arduino UNOR3 mist 3amuter RFID-metok
0aHKOBCKUX OECKOHTAKTHBIX IJIATEKHBIX KapT Ha 0aze TexHomoruil PayPass
(Mastercard) u PayWawe (Visa) OT HECAaHKIIMOHUPOBAHHOTO CYMTHIBAHUSL.
KmioueBnle ciaoBa: RFID, PayPass, PayWave, RFID-meTka, 6ecKOHTaKTHBIC
TUTATEXKU.

V.V. HUSTI, T.V. MATYOVKA
Uzhhorod National University, Voloshyna str., 54, Uzhhorod, 88000, Ukraine,
e-mail: vlad.husty@gmail.com

SOFTWARE COMPLEX FOR PROTECTION OF RFID-TAG OF
BANK CONTACTLESS PAYMENT CARD BASED ON PAYPASS
(MASTERCARD) AND PAYWAVE (VISA) TECHNOLOGIES
FROM UNPRECATED READING

Purpose. Develop protection against unauthorized reading of bank contactless
payment cards based on PayPass (Mastercard) and PayWave (Visa) technologies.

Methods. The following components were used to implement the project: Arduino
UNO R3; RFID module RC522; RFID chip card; model board for 400 points; set of
model wires; RFID-module with increased radius of action; Bank payment card with
support of contactless payments. These extension boards are connected to Arduino
using their pin connectors mounted on them. There is a number of unified
motherboards, which allows a constructively rigid connection of the processor board
and expansion cards in a stack through the pin rods. In addition, boards with reduced
and special form factors are issued. We used the RC522 RFID module with a
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frequency of 13.56 MHz with an SPI interface, since such a module can be used for
various radio amateur and commercial applications, including access control,
automatic identification, robotics, speech tracking, payment systems, etc.

Results. Based on the analysis of the process of conducting a transaction with a
contactless bank payment card, the methods and the moment of possible theft of data
from RFID tags with the use of homemade RFID readers are established. The
software-hardware complex on the basis of the Arduino UNORS3 platform was
developed to protect the RFID tags of bank contactless payment cards based on
PayPass (Mastercard) and PayWawe (Visa) technologies from unauthorized reading.
Conclusions. The main threats of correct operation and ways of unauthorized access
to RFID-labeled data are determined, as well as methods for protecting the
confidentiality of RFID-tags of bank payment card. The ArduinoUnoR3 software-
hardware complex was designed and developed to demonstrate the process of
obtaining data from RFID tags. A prototype card with RFID tagged antenna has been
created, which allows it to protect itself against the theft of bank payment cards. The
effectiveness of this method of protection has been established based on the results of
testing the reading of information from the RFID tags in the presence of a nearby

prototype of the card with a reinforced RFID tag antenna and in its absence.
Keywords: RFID, PayPass, PayWave, RFID tag, contactless payments.

PACS: 84.40.Ua, 84.90.+a
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TOJATKH

Honartok 1. CxeTr4 quist 3untyBanHs ganux RFID

#include <SPI.h>

#include <MFRC522.h>

#define RST_PIN 9

#define SS_PIN 10

MFRC522 mfrc522(SS_PIN, RST_PIN); // Create MFRC522 instance.
MFRC522:MIFARE_Key key;

byte sector = 1;

byte blockAddr = 4;

byte dataBlock[] = {0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};

byte trailerBlock = 7;

byte status;

byte buffer[18];

byte size = sizeof(buffer);

void setup()

{

Serial.begin(9600);

SPl.begin();mfrc522.PCD_Init()

for (bytei=0;i<6;i++)

key.keyByteli] = OxFF;

}

void loop()

{

if (! mfrc522.PICC_IsNewCardPresent())

return;

if (! mfrc522.PICC_ReadCardSerial())

return;

Serial.print(F("Card UID:"));

dump_byte array(mfrc522.uid.uidByte, mfrc522.uid.size);
Serial.printin();

Serial.print(F("PICC type: "));

byte piccType = mfrc522.PICC_GetType(mfrc522.uid.sak);
Serial.printin(mfrc522.PICC_GetTypeName(piccType));
Serial.print(F("Reading data from block "));
Serial.print(blockAddr);

Serial.printin(F(" ..."));

Serial.print(F("Data for count ")); Serial.print(blockAddr);
Serial.printin(F(":"));

dump_byte_array(buffer, 2); Serial.printin();
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Serial.printin();

for (byte i =0; i< 16; i++) // 3anucb B buffer]
dataBlock][i]=buffer]i];

int countl=(buffer[0]<<8)+buffer[1];
Serial.print("count1=");Serial.printIn(countl);
countl=countl+1; // UHKpPEMEHT cYeTYMKa
dataBlock[0]=highByte(countl);
dataBlock[1]=lowByte(countl);
Serial.printin(F("Authenticating again using key B..."));
Serial.print(F("Writing data into block "));
Serial.print(blockAddr);

Serial.printin(F(" ..."));

dump_byte array(dataBlock, 2); Serial.printin();

}

void dump_byte array(byte *buffer, byte bufferSize)
{

for (byte i = 0; i < bufferSize; i++)

{

Serial.print(buffer[i] <0x10? " 0" :"");
Serial.print(buffer[i], HEX);}}
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Honarok 2. Cket4 aJis 3anucy 1anux Ha RFID

#include
#include
#define NEW_UID {OxDE, OxAD, OxBE, OxEF}
#define SS_PIN 10
#define RST_PIN 9
MFRC522 mfrc522(SS_PIN, RST_PIN);
MFRC522::MIFARE_Key key;
void setup() {
Serial.begin(9600);
while (!Serial);
SPl.begin();
mfrc522.PCD_Init();
for (bytei=0;i<6;i++) {
key.keyBytel[i] = OxFF;

}
void loop() {

if (! mfrc522.PICC_IsNewCardPresent() || ! mfrc522.PICC_ReadCardSerial() ) {
delay(50);
return;
}
Serial.print(F("Card UID:"));
for (byte i = 0; i < mfrc522.uid.size; i++) {
Serial.print(mfrc522.uid.uidByte[i] < 0x10 ? " 0" : " ");
Serial.print(mfrc522.uid.uidByte[i], HEX);
}
Serial.printin();
byte newUid[] = NEW_UID;
if ( mfrc522.MIFARE_SetUid(newUid, (byte)4, true) ) {
Serial.printin(F("Wrote new UID to card."));

mfrc522.PICC_HaltA();

if (! mfrc522.PICC_IsNewCardPresent() || ! mfrc522.PICC_ReadCardSerial() ) {

return;

Serial.printin(F("New UID and contents:"));
mfrc522.PICC_DumpToSerial(&(mfrc522.uid));
delay(2000);
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