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The research focuses on an inno-
vative error correction method that
uses perfect binary arrays (PBAs),
a powerful mathematical tool with
unique properties that make it ideal
Jfor error correction. The research
is aimed at studying the impact of
uncorrelated mixed-type errors
in the data exchange path, which
allows using it in smart technologies
with limited computing capabilities.
The effectiveness of the approach is
confirmed by simulation and com-
parison with other error correction
methods. In order to further study
the structural, cross-correlation
and distance properties of orthogo-
nal two-dimensional codes and the
correcting capabilities of the pro-
posed method, an information tech-
nology system for data transmission
based on an equivalent class of per-
fect binary arrays has been devel-
oped. The proposed model evaluates
the performance of the error cor-
rection code based on perfect bina-
ry arrays under various conditions,
including correlated and uncorrelat-
ed interference and data exchange
paths. A generator of PBA of equiva-
lent classes has been built. An exper-
imental evaluation of the correcting
ability of the proposed two-dimen-
sional codes was carried out by sim-
ulating various pre-code situations,
including packet and random errors,
Jfor the cases of correlated and uncor-
related interference. Using a graph-
ical interface, users will be able to
enter the number and type of errors,
determine whether they are random
or packet errors, manually or auto-
matically, move errors through the
data packet, and view intermediate
results. Thus, the complex nature
of this study can be positioned as a
promising approach and a reliable
choice in the field of error correction
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1. Introduction

ference from various sources can distort the transmitted

signal, which will lead to errors in the received data. To solve

The reliability of information transmission in modern  this problem, error correction codes are used to detect and
digital communication systems is a serious problem. Inter-  correct errors in the signal. However, existing error correc-




tion methods have limitations in terms of their effectiveness
and reliability.

Information processes are impossible without informa-
tion transfer via data exchange paths. It is during the trans-
mission of information that there is a threat of destruction
of the transmitted information due to natural and artificial
interference, which is inevitably present in data exchange
paths. Error correction codes are often used to combat in-
terference [1]. In addition, the transmitted information can
be hacked by an attacker who can intercept, change or forge
the information [2].

Error correction is the most important component of
modern digital communication systems, ensuring that trans-
mitted data remains reliable and accurate even in conditions
of noise, interference and other sources of distortion. In this
paper, we consider the problem of error correction during
signal transmission, including related problems, methods
used to solve these problems, and practical implications for
modern communication systems.

The problem of correcting errors during data transmis-
sion can be presented as follows: we want to send a digital
signal from the sender to the recipient over a communication
channel, but we know that this channel is not ideal and can
introduce errors to the signal. The goal is to develop a meth-
od that can detect and correct these errors so that the receiv-
er can recover the original signal as accurately as possible.
Error correction problems arise from the fact that errors can
arise in various ways, including random noise, interference
from other signals, and channel distortions such as fading
or multipath. To detect and correct errors, it is necessary to
develop methods that are reliable enough to handle these dif-
ferent types of errors and efficient enough to be implemented
in real-time communication systems.

To protect the transmitted information from modifica-
tion and falsification, various methods of error correction
coding are commonly used [3]. However, to practically im-
plement the detection and correction of various types of er-
rors in smart technologies with limited computing resources,
anew approach is needed that will meet the requirements for
reliability, efficiency, and energy capacity.

2. Literature review and problem statement

Since the invention of Hamming codes in 1950, error
correction methods have advanced significantly. In [4—6],
the authors cover the main designs and constructions of
codes from the geometric, algebraic, and graph-theoretic
points of view, decoding algorithms. Turbo codes [7, 8]
low-density parity check codes [9] provide excellent error
correction efficiency, but require significant computational
costs when working with other encoding and decoding al-
gorithms.

In addition to computational complexity, error correction
algorithms may introduce additional processing time [10],
which may affect system latency, especially in real-time
transmission applications. Finding a compromise between
error correction capabilities and processing speed is critical.
Hardware limitations create additional problems that must
be taken into account when designing and implementing such
systems [11], including limited memory, power consumption
limitations, and availability of hardware resources.

In [12], it is noted that error correction codes introduce
delays during encoding and decoding, and superfast codes

are proposed to correct several adjacent errors. However,
methods of minimizing such delays have not yet been suffi-
ciently developed.

Perfect algebraic constructions, such as perfect binary
arrays (PBAs) and bent sequences, have been widely studied
in recent years. Sokolov [13] investigated the relationship
between classes of perfect algebraic constructions, in par-
ticular perfect binary arrays, and bend sequences. Bent
sequences, also known as truth tables of bent functions, form
the basic class of perfect algebraic constructions and have
found numerous applications in cryptography and coding
theory.

In [13], the algebraic normal form of curved sequences of
length n=16, which generate perfect binary arrays of order
N=4, is presented. This gives insight into the properties
and structure of perfect binary arrays, which are important
in various applications. In addition, Sokolov determined
the exact number of perfect binary arrays in the full set of
curved sequences of length n=64, which contributed to a
better understanding of the power of this class of perfect
algebraic constructions.

Due to their unique properties, perfect binary arrays
have found application in various fields, including coding
theory [14], signal processing, and cryptography [15]. PBAs
were also used in error correction codes, which have been
widely studied in the literature [3, 16]. In addition to these
methods, studies were conducted on the use of PBA-based
codes in network and wireless communication systems [17].

Although there have been several studies on the use of
PBAs in error correction codes, there is still room for further
exploration of their potential. This study proposes a new
method that uses PBA to create optimized error correction
codes for more reliable error correction in data transmission
and storage systems, and this method is expected to give
several advantages. First, this method can be adapted to
different types of errors encountered in real scenarios. This
adaptability can significantly increase the reliability of data
transmission, especially in environments subject to various
sources of errors. Second, the optimization process facilitat-
ed by PBA can lead to the creation of error correction codes
that provide increased efficiency and lower computational
complexity. This can result in faster error detection and cor-
rection, reduced data transfer latency, and improved overall
system performance.

3. The aim and objectives of the study

The aim of the study is to develop a method of error cor-
rection coding based on perfect binary arrays, which ensures
sufficient redundancy to detect and correct errors.

To achieve the aim, the following objectives should be
accomplished:

— to develop a mathematical apparatus of an error correc-
tion code based on perfect binary arrays;

—to develop a software package for implementing the
performance evaluation model for the error correction code.

4. Research materials and methods

4. 1. Research object and hypothesis
The object of the research is the noise immunity of the
data exchange path.




The research hypothesis is that by developing and imple-
menting broadband orthogonal coding information technolo-
gies based on PBA, it is possible to achieve sufficient redundan-
cy to detect and correct errors, thereby ensuring the reliability
of information transmission over data exchange paths.

The following assumptions were made:

— mathematical structural properties of perfect binary
arrays and their ideal autocorrelation functions are an inter-
esting topic for studying their corrective capabilities;

— perfect binary arrays can be efficiently generated and
classified for any length. In turn, the creation of an equiva-
lent class is based on a simple rotation of lines and columns,
which makes encoding and decoding very simple and fast;

— the large volume of the full PBA code allows increasing
the level of noise immunity of the data exchange path, but at
the same time, there is a problem of synchronization between
the encoder and the decoder.

In order to evaluate the performance of the proposed
method, a simulation was carried out to compare its ac-
curacy and efficiency with other modern error correction
methods. A model has also been developed to evaluate the
performance of the error correction code based on PBA un-
der the influence of correlated and uncorrelated interference
of data exchange paths.

The simulation was carried out using Microsoft Visual
C#. The simulation setup included a communication channel
with different levels of interference, and the performance
of the proposed method was compared with other existing
error correction methods in these conditions.

The model was developed using a combination of analytical
and simulation methods, using mathematical models to analyze
the properties of the PBA-based code and its performance
under various types of interference. Simulation-based methods
were also used to verify analytical models and evaluate the per-
formance of the error correction code in real conditions.

4. 2. Perfect binary arrays
Perfect binary arrays [18, 19] are two-dimensional ar-
rays of size NixNy:

H(N,N,) =[], )

h; j€{+1,-1} — PBA elements;
i=0,N,—1 — number of lines;
j=0,N,-1 — number of columns;
that have an ideal two-dimensional periodic autocorrelation

function (TPACF):

R(N,N,)=]r,, (2)

N1><N2, when m=n=0;
10, when m = n.

Elements of TPACF (2) are calculated by the formula:

N~1N,

DI @)

i=0 j=0

Each PBA (1) of order N (size NxN) — H'Y(N)= hl((;),
which we will call a reference (generating) array, generates a
class of equivalent PBAs — E(N) class [20], by the operations
of cyclic rotate of lines and (or) columns, the total number of

generated arrays is:

gy = N2, (%)

For example, a PBA class — H*/(N)=h" can be ob-
tained from a reference PBA by performing the operation of
cyclic rotation of lines (L) of the reference PBA by k& lines
down and the operation of cyclic rotate of columns (Qg) of
the reference PBA by k5 columns to the right [21]:

"™ =1, 1" (N)Q, )
or

H(NpNz):"hiJ"' (6)

For example, for the reference PBA:
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Generates equivalent class PBA total W£(6)=36.

4. 3. Cross-correlation function of two PBA
The two-dimensional periodic cross-correlation function
(TPCCF) [18, 22]:

N)=|p,. (8)

Equation (8) is the correlation between two equlvalent
PBA classes — class H(O)(N)zhi(]). and H! (N)=hl.yj of
dimension , the elements of TPCCF are calculated:

N-1N-1

=2 IR )

i=0 j=0

where i=0,N-1, j=0,N-1 and m=0,N-1, n=0,N -1

The TPACF for the R”(N)= i? reference PBA, rotat-
ed k; lines down and k, columns to the right. The TPCCF
of arbitrary two arrays from the same class has one side
peak value equal to, the spatial coordinates of this peak are
uniquely determined by the values of the cyclic rotates of the
lines and (or) columns of the HE)(N) array relative to the
reference HO(N):

_"b z+k Jthky (10)
i+ky and j+ky are reduced by mod N.
By using (6) and (9), the results are:
N-1N-1 N-1N-1
h 1+m ]+n hz; z+m+k1 ]+n+k1 z+kl Jtky * (11)
i=0 j=0 i=0 j=0

Fig. 1 shows some examples of two-dimensional periodic
cross-correlation functions where clearly it is clearly seen
that the spatial coordinates of this peak move depending on
the cyclic rotate.

Thus, it is possible to present any PBA equivalent to
the class, which is built on the basis of the reference one as
follows:

H*(N)=L, H"(N)Q, . 12)
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Fig. 1. Examples of two-dimensional periodic cross-correlation functions

From the analysis of relations (9) and (12), it follows that
each TPCCEF of arbitrary two arrays from the same E(N)
class has one side peak equal to N?, the spatial coordinates of
this peak are uniquely determined by the values of the cyclic
rotates of the lines and (or) columns of this HE)(N) relative
to the reference H®(N). Consequently, it is advisable to use
PBA of the E(N) class at least to transmit N> messages in
single-channel synchronous communication systems with
noise-like two-dimensional cyclic signals [21].

5. Development of an error correction method based on
perfect binary arrays

5.1. Development of a mathematical apparatus for an
error correction code based on perfect binary arrays

The proposed error correction method using PBA in-
cludes the following steps:

—encoding: the transmitted information is first encoded
using a linear code built from the reference PBA. This en-
coding ensures that the transmitted information has suffi-
cient redundancy to detect and correct errors;

— transmission: encoded information is transmitted over
a communication channel subject to various types of inter-
ference;

—decoding: at the receiver side, the received information
is decoded using a decoding algorithm that uses the proper-
ties of the PBA-based code. This decoding algorithm is de-
signed to detect and correct errors that may have occurred
during transmission;

— error correction: finally, any errors found are corrected
using the error correction properties of the PBA-based code.

The principle of information modulation on the basis
of cyclic rotations of the PBA equivalent to the E(N) class
is shown in Fig. 2. Based on this principle, a mathematical
apparatus of the error correction method is proposed, which
ensures the guaranteed reliability of information transmis-
sion by controlling the parameters of the correcting abilities
of the code.

Message (character) -

Cyclic calculator

1

Lines Rotator

-

Reference array

Fig. 2. Principle of information modulation based on cyclic rotations of perfect binary arrays

Columns rotator

Suppose that the message consists of discrete characters,
each of which is selected from some finite set — the alphabet:

(13)

A=~{czo,cz1,...,51q_1 ,
the alphabet consisting of q different characters. To transmit
each character a;, where i is the character number in the
alphabet, the modulator will use one reference PBA of the
E(N) class.

The cyclic calculator device operates in modular arith-
metic and accordingly calculates the parameters £ and &, by
the number of the transmitted character of expression (13),
for the transmitted PBA as follows:

k= int(i/N). (14)

k,=modN. (15)

It is obvious that the choice of dimension N for the PBA
of the E(N) class must consider that N2>g.

The lines rotator L,y produces a cyclic rotate of the ref-
erence PBA HO(N) by ky (14) lines down — Ly HO(N). The
columns rotator Qg produces a cyclic rotate of the reference
PBA HO(N) by ks (15) columns to the right. The results of
the two rotations are Ly HO(N)Qpo.

The demodulator is built on the basis of expression (9)
and consists of one two- dimensional filter matched to the
reference PBA HO(N) with a block for determining the
most likely coordinates (ki and ko) of the peak of the TP-
CCF between the reference and received PBAs, while the
number of the most likely transmitted character is deter-
mined as follows:

i’ =k/xN+kj. (16)

The recipient of the messages does not know which PBA
of the equivalent E(N) class was set as basic (reference). In
the case of receiving a single PBA, it is impossible to deter-
mine what parameters of the cyclic rotate of lines (k1) and
columns (ky) were and,
accordingly, it is impos-
sible to determine under
what number the charac-
ter was transmitted.

The class of two-di-
mensional  correcting
E(N) codes. The correct-
ing properties of E(N)
codes are much better
compared to the corre-
sponding BCH codes of

Transmitter




maximum length, in terms of correcting packet (correlated)
errors, while uncorrelated errors are corrected the same way.

B,, — all nonzero (peaks) of the TPACF and TPCCF
(equal to N?in the absence of noise and interference) and we
consider that the coordinates of their location carry infor-
mation about the transmitted message (16). In other words,
we will carry out information modulation by cyclic rotates
of the reference array.

Let the ensemble of messages A={o;}, j=0,N*-1.

From the consideration of the correlation properties of
the TPACF and TPCCEF, the E(N) code follows, which is the
decoder of the E(N) code (Fig. 2). Thus, at j=N?, the code
can be built on the basis of one two-dimensional correlator
scheme. A two-dimensional matched filter with a carrier of
the HO(N) array and a coordinate search scheme (%4 and k&5)
of the main lobe (peak) B,,, where the coordinates refer to
the upper left corner of the TPCCF.

By construction, orthogonal E(N) codes are equidistant
codes, and their code distance (dist) in the Hamming metric
is determined by the relation:

d =min{dist(E,(N)),(E,(N))}=N"/2, (19)
where i,k=1,N? i#k.

The construction-code distance d (19) is equal to the
number of element-by-element discrepancies (differences)
of arbitrary two code words of a two-dimensional E(N)
code.

Thus, based on the corrective abilities of E(N) codes
built on the basis of PBA, under the influence of correlated
and uncorrelated interference of data exchange paths, a
mathematical apparatus is proposed that uses error correc-
tion based on perfect binary arrays, which provides a guar-
anteed level of information transmission reliability.

85 Data exchange path based on Perfect Binary Arrays (PBA)

5. 2. Development of a software package for imple-
menting the performance evaluation model for the error
correction code

To implement the proposed performance evaluation
model of the proposed error correction coding method, a
graphical interface has been developed, shown in Fig. 3.

The model is universal and allows research on the use
of codes for transmitting information built on the basis of
PBAs of orders N=22=4, N=3x2'=6, N=23=8, N=3x22=12
and N=2%=16.

The corresponding PBA HO(N), of a given order N,
which is used as a reference, is read from the file and fed to
the modulator. At the second input of the modulator, the
number of the character (message) is fed, which is entered
from the keyboard.

Information modulation is carried out using cyclic rotates
of PBA according to the algorithm developed in the subsection
(Information modulation using equivalent PBA). The screen
displays the reference PBA HO(N) and the PBA obtained as
a result of cyclic rotates Ly HO(N)Qyy (Fig. 4) and TPCCF
between the reference PBA and the cyclically rotated one.

Packet and random errors can be entered into the data
exchange path (Fig. 5, 6). For packet errors, the program user
can change the length of the error packet, and the packet itself
can move the code “left” and “right”. To speed up the study, an
automatic movement of the error packet “to the right” along the
code is provided. Due to the inertia of the model and graphic
display, the user can view the intermediate results of the model
when the error packet moves in automatic mode.

The software allows users to enter any number of random
errors into the model. It is possible to randomly change a
certain number of elements «+1» and elements «—1» of the
code separately (Fig.7). The program also allows manual
error correction (input) in the data exchange path (Fig. 8).
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Fig. 3. GUI for the “Data exchange path based on

Perfect Binary Arrays” model
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The model calculates the level of the main peak and its

Fig. 4. Cyclic rotation of our PBA
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Fig. 5. Packet and random error adder

percentage compared to the theoretical main peak, the num-
ber of main peaks, i.e., the number of maximum peaks with
the same amplitude. The number of positive and negative
side peaks, the total number of side peaks of the TPCCF are
calculated separately, and the level of maximum positive and
negative side peaks is shown in Fig. 10.

The model determines the coordinates of the main
peak and, using the maximum likelihood method, decides
on the transferred letter (Fig. 11, 12). If it is impossible
to correctly determine the transmitted character, a ques-

tion mark is displayed
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oooooooooooo investigate the operation of
w_1, @ tunable two-dimensional

;% matched filter, but also to

study the effect of various

errors in the data exchange

Fig. 6. Errored bits
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> ]
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Fig. 7. Random error bit adder

The two-dimensional matched filter calculates a two-di-
mensional periodic cross-correlation function (TPCCF)
between the reference code built on the basis of HO(N) and
the error code received from the data exchange path (Fig. 9).

path on the reliability of
receiving communication.
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Fig. 10. Error effect on TPCCF
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Thus, the proposed
software package provides
experimental research and
allows practical implemen-
tation for the required level
of reliability.

The results of the study
of the corrective ability of
the two-dimensional code
under the action of packet
errors of length ¢,=18 are




presented in Table 1. The bold type in this table marks the
numbers of the most critical positions of the beginning of the
packet, at which the ratio B,,/Biax.

Indeed, if the size of the error packet is increased by one,
then at critical positions the ratio of the main peak to the
maximum TPCCF peak becomes equal to one: B,,/Bnax,

i.e., there will be uncertainty in the decoder operation.

Message i | E From the analysis of Table 2, it is easy to see that the
I | . E(8) code also corrects a significant portion of the larg-
A_| RIS . « er packet error length tn>1§. i

E;g';'s‘ i For comparison, we note that the closest (63,6)
Result , BCH code of maximum length reliably corrects all
i Dokt . error packets of size t,=15 [23], while, as shown by the
() . modeling of BCH codes with majority decoding, only
i Ho ¥ Hog  Ppart of the structures of larger packets (£,>15) can be
e e corrected.
—mmbbethte—t bttt The correcting ability of two-dimensional PBA-
T T . . .
Sy P SRAIRT based codes is much higher, compared to the maximum
o 2 gEgeseal length BCH codes of the same size, in terms of correct-
bbmmbbobens —+emt ing packet (correlated) errors (Table 2), while uncor-
LR T2 eyl related errors are corrected the same way.
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NG A 2t BT Table 2
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code Maximum packet 3 110 118! 45 | 92 | 236
error length ¢,
Message Yy | .
. Code length n=2F~1| 15 | 31 |63 | 127 | 255 | 511
E st i f Igciil: Maximum packet
Trans. error length vy | 3| 7| 15] 31 ] 63 | 127
Result P
B | Analysis of the results of Tables 1, 2 confirms that
|C ‘ Demacutor E the set of lengths of E(N) codes (N=2*, N=3 2¥) also
¢ o v LH'0Q exceeds the set of lengths of BCH codes (N=2¢—1). With
—_—— - v : an increase in size N, the volumes of complete PBA class-
R bbbt es grow significantly, which ensures the practical reli-
e e s ability of information by quickly changing the working
Srbabobbbe hobbbsioibs ensembles of E(N) codes of a given order.
A S et
mbmmmad thdbmbmmmade
i il 6. Discussion of the results of developing an error
R RIS SRR correction coding method based on perfect binary
neln- 78 arrays
n-1v- 66
The use of PBA allows developing a secure system
that is equivalent to, and in some cases better than,
Fig. 12. Another example using the character «C» other similar systems. This is achieved due to the
structural properties of perfect binary arrays, includ-
Table 1  ing cross-correlation and distance properties of two-di-

Operating principle of a two-dimensional decoder — a
correlation type code under the action of packet errors

pomber B/ B

1-8  |28/16(28,/20(28/20(28,/20(28,/20|28/24(28,/20(28,/20
9-16 [28,20(28/20(28/16(28,/16|28/16|28/16(28,/12|28/16
17-24 |28/16(28,/16|28/16|28/16(28,16|28/16(28/16(28,/16
25-32 [28/20(28/20(28,/20(28,/20|28/20(28,/20|28,/24 |28 /24
33-40 [28,20(28,/20(28/20(28,/2428,/24]28/20(28,2028 /20
41-48 |28,/20(28/20(28/20(28,/20|28/16|28,/20(28,/24 |28 /24
49-56 |28,20(28/16(28/16(28,/16|28/16(28/16(28,/16 |28 /12
57-64 [28/12(28/12(28,/12(28/12(28/16(28,/16(28/12|28/16

mensional E(N) codes.

A cyclic rotation of the lines and (or) columns of the
reference array generates an equivalent class E(N), which
made it possible to build information modulation based
on PBA. The cyclic calculator device operates in modular
arithmetic and calculates the parameters ky and &y (14, 15)
and, therefore, the size N for the PBA of the E(N) class
must be no less than N2>g, the number of characters in the
alphabet. A 6x6 PBA will be able to encode 36 different
characters, for example, the English alphabet only — up-
percase or lowercase letters (24 letters). An 8x8 PBA will
be able to encode 64 different characters, for example, the
English alphabet — uppercase and lowercase (52 letters),
and additional 12 characters.




The work also showed the principle of operation and
construction of a demodulator, which determines the maxi-
mum likelihood coordinates (ky and k9) of the TPCCF peak
between the reference and received PBA.

The development of smart technologies forms a new range
of digital services, but at the same time, almost all “smart”
areas refer to critical infrastructure facilities [24—27]. The
formation of an infrastructure based on smart technologies
is associated with the need to limit computing resources and
energy consumption. Thanks to a simple and fast way to
build a PBA and an equivalent class, the proposed method
confirms the possibility of using it in smart chipsets, includ-
ing microcontrollers with limited resources.

Using the graphical interface of the developed software
package, users can conduct various studies of the proposed
error correction method. Thus, form initial data: enter the
number and type of errors, determine whether they are ran-
dom or packet errors, manually or automatically, move the
errors through the data packet and view intermediate results.

The presented results of studies of the proposed method
of the correcting ability of two-dimensional E(N) codes
based on PBA codes in Table 2 confirm good code param-
eters. When using them, it is possible not only to correct
errors, but also to provide the possibility of generating the
required code with the given error correction parameters.
The main limitations are reduced to the length of the input
sequence, and, accordingly, the presented results provide
efficiency in the transmission of short messages (highlighted
in bold in Table 2), which can be formed in sensors, various
elements of various types of signaling of cyber-physical sys-
tems and/or elements of critical infrastructure facilities. The
findings indicate that E(N) codes can be used as an efficient
error correction mechanism for communication paths sub-
ject to both correlated and uncorrelated errors. In addition,
PBA-based codes can be used to reduce packet errors and
improve overall system reliability.

Thus, the proposed approach makes it possible to take
into account the capabilities of an error correction code, the
technical capabilities of the communication channel, which
minimizes computing resources for practical implementa-
tion. The proposed method can be used in smart technolo-
gies with limited computing resources to ensure the required
level of information transmission reliability. A promising
direction is the practical use of the proposed method in
wireless channels of “Smart House” cyber-physical systems.
Future studies suggest evaluating the performance of these
codes in the presence of more complex interference models
such as channel fading and interference from other wireless
devices. In addition, researchers can explore hybrid coding

schemes that combine the strengths of different coding
methods to achieve a higher level of error correction. Such
a study could provide a better understanding of the capa-
bilities and limitations of these codes in practical scenarios.

However, more research needs to be done on the use of
the proposed approach to correcting errors in large (more
than 1,000 characters) information grids, which will largely
determine their further use in various-purpose information
and communication systems.

7. Conclusions

1. The study presents the mathematical apparatus of the
error correction coding method based on the corrective abil-
ities of two-dimensional E(N) codes in the presence of both
correlated and uncorrelated noise in data exchange paths.
It was found that two-dimensional E(N) codes are able to
correct errors with the same efficiency in both Euclidean and
Hamming metrics. Moreover, E(N) codes exhibit the same
correcting capabilities as BCH codes in terms of correcting
uncorrelated or random errors. The PBA-based two-dimen-
sional code method offers significantly better correction ca-
pabilities than BCH codes of similar length to correct packet
or correlated errors.

2. The proposed software package for implementing the
method provides new opportunities for the potential appli-
cation of PBA-based codes in microcontrollers. Combining
their information protection capabilities with data correc-
tion, PBA-based codes can be used to develop fault-tolerant
cyber-physical systems of critical infrastructure facilities.
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